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What Is Management Information
Systems (MIS)?

* A management information system (MIS) Is a
computer system consisting of hardware and
software that serves as the backbone of an
organization’'s operations.

*An MIS gathers data from multiple online
systems, analyzes the information, and reports
data to aid in management decision-making.

*MIS Is also the study of how such systems
work.



Improved Decision-Making
* The purpose of an MIS Is imfproved_ decision-making, bPI providing up-to-date,
accurate data on a variety of organizational assets, including:
* Financials
* Inventory
* Personnel
* Project timelines
« Manufacturing
* Real estate
« Marketing
« Raw materials
* R&D

* The MIS collects the data, stores it, and makes it accessible to managers who
want to analyze the data by running reports.



A Management Information System (MIS) is
an Information system used for decision-making, and for
the coordination, control, analysis, and visualization of
Information in an organization.

* The study of the management information systems
Involves people, processes and technology in an
organizational context.

*In a corporate setting, the ultimate goal of the use of a
management information system Is to increase the value
and profits of the business.

* This Is done by providing managers with timely and
appropriate information allowing them to make effective
decisions within a shorter period of time.



https://en.wikipedia.org/wiki/Information_system
https://en.wikipedia.org/wiki/Decision-making

Reasons Why Information Systems Are
Important for Business Today

* Running a successful business calls for proper management of financial and
organizational data and statistics with quality information systems.

* Almost every company has experienced a drastically slowed workflow because of
data problems related to reliability and accuracy.

* It’s true that there is no substitute for right information at the right time in the
business world.

* This prompted the development of systems that can be used to make the
information accurate, readily available, and easily accessible.

e With the effectiveness of information systems, an organization can have better
decision-making, better planning, and ultimately better results.



How do Information Systems Influence Modern
Business?

* |[n today’s continuously changing and fast moving world, where customers’
requirements and preferences are always evolving, the only businesses that can hope to
remain competitive and continue to function at the performance levels that can match
their customers’ expectations are those that are going to embrace innovation.

* |n the recent past, any business success has been pegged on the information
technology quality that the business has employed and the capability to correctly use
such information.

* Information systems (IS) importance has increased dramatically, and most businesses
have been prompted to introduce it to keep their competitive edge.

* Today, nobody can envisage a business without an effective information system.

* Introduction of an information system to a business can bring numerous benefits and
assist in the way the business handles its external and internal processes that a business
encounters daily and decision making for the future.

* Some of the benefits of an information system include:



New Products and Services

« Any company looking to improve and secure the future
has to establish a broader perspective with the use of
a well-designhed and coordinated information system.

 The IS makes it easier to analyze independent processes
such as information to produce valuable products or
services and organized work activities.

 Therefore, an IS can give a company the competitive
advantage by analyzing how a company creates,
produce, and sell their products or services.



http://smallbusiness.chron.com/improve-information-systems-work-20074.html

Information Storage

 Every organization needs records of its activities to find the
cause of problems and proper solutions.

 Information systems come in handy when it comes to storing
operational data, communication records, documents, and
revision histories.

« Manual data storage will cost the company lots of time,
especially when it comes to searching for specific data.

« A quality information system stores data in a comprehensive and

sop

histicated database which makes the process of finding it

convenient.

o Wit
acti

n such information, a company can analyze how certain
ons affected the business as well as prepare cost estimates

and

forecasts.



Easier Decision Making

« Without an information system, a company can take a lot of time
and energy in the decision making process.

« However, with the use of IS, it's easier to deliver all the
necessary information and model the results and this can help
you make better decisions.

« The management team can use the information system to
choose the best course of action and carry out the tasks.

- When there are several appealing alternatives, the information
system can be used to run different scenarios by calculating key
indicators such as costs, sales, and profits.

 This way, you can determine the alternative with the most
beneficial results.



Behavioral Change

 Employers and employees can communicate rapidly and more
effectively with an information system.

« While emails are quick and effective, the use of Information
systems is more efficient since documents are stored in folders
that can be shared and accessed by employees.

 This implies that information flows from the management to
lower-level employees and vice versa.

* Also, the lower-level employees get enlightened and involved in
important decision making, and this eliminates the need for
middle managers.

« Employees who are directly involved in the decision-making
process are motivated and dedicated to their tasks.



*Every organization needs records
of Its activities to find the cause of
problems and proper solutions.

*Information systems come in
handy when it comes to storing
operational data, communication
records, documents, and revision
histories.



* To the managers, Management Information System Is
an Implementation of the organizational systems and
procedures.

* To a programmer it Is nothing but file structures and file
processing. However, It Involves much more complexity.

* The three components of MIS provide a more complete
and focused definition, where System suggests
Integration and holistic view, Information stands for
processed data, and Management Is the ultimate user,
the decision makers.

 Management information system can thus be analyzed
as follows -



 Management

 Management covers the planning, control, and administration of the operations
of a concern.

* The top management handles planning; the middle management concentrates
on controlling; and the lower management Is concerned with actual
administration.

e Information

* Information, in MIS, means the processed data that helps the management in
nlanning, controlling and operations.

« Data means all the facts arising out of the operations of the concern.

« Data Is processed i.e. recorded, summarized, compared and finally presented to
the management in the form of MIS report.

e System
 Data is processed into information with the help of a system.
* A system is made up of inputs, processing, output and feedback or control.

* Thus MIS means a system for processing data In order to give proper
Information to the management for performing its functions.




Management Information System or 'MIS'
is a planned system of collecting, storing,
and disseminating data in the form of
information needed to carry out the
functions of management.



ODbjectives of MIS

 Following are the basic objectives of an MIS -

« Capturing Data — Capturing contextual data, or operational information
that will contribute in decision making from various internal and external

sources of organization.

* Processing Data - The captured data Is processed into information
needed for planning, organizing, coordinating, directing and controlling
functionalities. Processing data means —

« making calculations with the data
e sorting data

 classifying data and

e summarizing data



*Information Storage - Information or
processed data need to be stored for future
use.

‘Information Retrieval — The system should

be able to retrieve this Information from the
storage as and when required by various
users.

*Information Propagation — Information or
the finished product of the MIS should be
circulated to Its users periodically using the
organizational network.



Characteristics of MIS

* |t should be based on a long-term planning.

* [t should provide a holistic view of the dynamics and the structure
of the organization.

*|It should work as a complete and comprehensive system
covering all interconnecting sub-systems within the organization.

* [t should be planned in a top-down way, as the decision makers
or the management should actively take part and provide clear
direction at the development stage of the MIS.

* It should also take care of exceptional situations by reporting
such situations.




* |t should be able to make forecasts and estimates, and generate

advanced information, thus providing a competitive advantage.
Decision makers can take actions on the basis of such
oredictions.

It should create linkage between all sub-systems within the
organization, so that the decision makers can take the right
decision based on an integrated view.

It should allow easy flow of Iinformation through various sub-
systems, thus avoiding redundancy and duplicity of data. It should
simplify the operations with as much practicabllity as possible.

 Although the MIS Is an integrated, complete system, it should be
made in such a flexible way that it could be easily split into smaller
sub-systems as and when required.

* A central database iIs the backbone of a well-built MIS.




Characteristics of Computerized MIS

 Following are the characteristics of a well-designed computerized MIS -

* It should be able to process data accurately and with high speed, using
various techniques.

- It should be able to collect, organize, manipulate, and update large
amount of raw data of both related and unrelated nature, coming from
various internal and external sources at different periods of time.

* It should provide real time information on ongoing events without any
delay.

* It should support various output formats and follow latest rules and
regulations in practice.

It should provide organized and relevant information for all levels of
management: strategic, operational, and tactical.

* It should aim at extreme flexiblility in data storage and retrieval.



* A typical organization is divided into operational,
middle, and upper level.

* The information requirements for users at each
level differ.

* Towards that end, there are number of
information systems that support each level in
an organization.



The different Classification of Information.

* Pyramid Diagram of Organizational levels and
information requirements

* Transaction Processing System (TPS)

* Management Information System (MIS)

* Decision Support System (DSS)

* Artificial intelligence techniques in business
*Online Analytical Processing (OLAP)
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https://www.guru99.com/mis-types-information-system.html#4
https://www.guru99.com/mis-types-information-system.html#5
https://www.guru99.com/mis-types-information-system.html#6

* Pyramid Diagram of Organizational levels and
information requirements

*Understanding the various levels of an
organization is essential to understand the
information required by the users who
operate at their respective levels.

*The following diagram illustrates the various
levels of a typical organization.



Decision Structure Information System

Unstructured Decision Support System

Management
Information System

Semi structured

Transaction
Processing System

Structured



Operational management level

* The operational level is concerned with performing day to day business
transactions of the organization.

* Examples of users at this level of management include cashiers at a point of sale,
nurses in a hospital, customer care staff, etc.

* Users at this level use make structured decisions. This means that they have
defined rules that guides them while making decisions.

* For example, if a store sells items on credit and they have a credit policy that has
some set limit on the borrowing. All the sales person needs to decide whether to
give credit to a customer or not is based on the current credit information from
the system.



Tactical Management Level

* This organization level is dominated by middle-level managers, heads of
departments, supervisors, etc.

* The users at this level usually oversee the activities of the users at the
operational management level.

* Tactical users make semi-structured decisions.
* The decisions are partly based on set guidelines and judgmental calls.

* As an example, a tactical manager can check the credit limit and payments
history of a customer and decide to make an exception to raise the credit limit for
a particular customer.

* The decision is partly structured in the sense that the tactical manager has to use
existing information to identify a payments history that benefits the organization
and an allowed increase percentage.



Strategic Management Level

*This is the most senior level in an organization.
* The users at this level make unstructured decisions.

*Senior level managers are concerned with the long-term
planning of the organization.

* They use information from tactical managers and
external data to guide them when making unstructured
decisions.



Transaction Processing System (TPS)

* Transaction processing systems are used to record day to day business transactions of
the organization.

* They are used by users at the operational management level.

* The main objective of a transaction processing system is to answer routine questions
such as;

* How printers were sold today?
* How much inventory do we have at hand?
* What is the outstanding due for John?

* By recording the day to day business transactions, TPS system provides answers to the
above questions in a timely manner.

* The decisions made by operational managers are routine and highly structured.

* The information produced from the transaction processing system is very detailed.



*Examples of transaction processing systems
include;

*Point of Sale Systems — records daily sales

*Payroll systems — processing employees salary,
loans management, etc.

*Stock Control systems — keeping track of inventory
levels

* Airline booking systems — flights booking
management



Management Information
System (MIS)

* Management Information Systems (MIS) are used by
tactical managers to monitor the organization's current
performance status.

* The output from a transaction processing system is used
as input to a management information system.



* Examples of management information systems include;

*Sales management systems — they get input from the
point of sale system

*Budgeting systems — gives an overview of how much
money is spent within the organization for the short and
long terms.

* Human resource management system — overall welfare
of the employees, staff turnover, etc.

* Tactical managers are responsible for the semi-
structured decision.



Decision Support System (DSS)

* Decision support systems are used by senior management to make non-routine
decisions.

* Decision support systems use input from internal systems (transaction processing
systems and management information systems) and external systems.

* The main objective of decision support systems is to provide solutions to problems that
are unique and change frequently.

* Decision support systems answer questions such as;

* What would be the impact of employees' performance if we double the production lot at
the factory?

* What would happen to our sales if a new competitor entered the market?

* Decision support systems use sophisticated mathematical models, and statistical
techniques (probability, predictive modeling, etc.) to provide solutions.



Artificial intelligence techniques in business

* Artificial intelligence systems mimic human expertise to identify patterns in large data
sets.

e Companies such as Amazon, Facebook, and Google, etc. use artificial intelligence
techniques to identify data that is most relevant to you.

* Let's use Facebook as an example, Facebook usually makes very accurate predictions of
people that you might know or went with to school.

* They use the data that you provide to them, the data that your friends provide and
based on this information make predictions of people that you might know.

* Amazon uses artificial intelligence techniques too to suggest products that you should
buy also based on what you are currently getting.

* Google also uses artificial intelligence to give you the most relevant search results based
on your interactions with Google and your location.

* These techniques have greatly contributed in making these companies very successful
because they are able to provide value to their customers.



Online Analytical Processing (OLAP)

* Online analytical processing (OLAP) is used to query and analyze multi-
dimensional data and produce information that can be viewed in different ways
using multiple dimensions.

* Let's say a company sells laptops, desktops, and_Mobile device. They have four
(4) branches A, B, C and D.

* OLAP can be used to view the total sales of each product in all regions and
compare the actual sales with the projected sales.

e Each piece of information such as product, number of sales, sales value
represents a different dimension

* The main objective of OLAP systems is to provide answers to ad hoc queries
within the shortest possible time regardless of the size of the datasets being
used.


https://www.guru99.com/mobile-testing.html

Executive Information system

 An Executive information system (EIS), also known as an Executive
support system (ESS), is a type of management support system that
facilitates and supports senior executive information and decision-
making needs.

* It provides easy access to internal and external information relevant
to organizational goals.

* |t Is commonly considered a specialized form of decision support
system (DSS).

* EIS emphasizes graphical displays and easy-to-use user interfaces.
* They offer strong reporting and drill-down capabillities.

* In general, EIS are enterprise-wide DSS that help top-level executives
analyze, compare, and highlight trends in important variables so that they
can monitor performance and identify opportunities and problems.



https://en.wikipedia.org/wiki/Management_information_system
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Advantages of EIS

* Easy for upper-level executives to use.

* Provides strong drill-down capabilities to better
analyze the given information.

* Information that is provided is better understood

*EIS provides timely delivery of information.
Management can make decisions promptly.

* Improves tracking information
» Offers efficiency to decision makers



Disadvantages of EIS

» System dependent

* Limited functionality, by design

* Information overload for some managers

* Benefits hard to quantify

* High Implementation costs

» System may become slow, large, and hard to manage
* Need good internal processes for data management

* May lead to less reliable and less secure data

» EXcessive cost for small company



https://en.wikipedia.org/wiki/Information_overload

THE FIVE MAIN USES OF INFORMATION BY
BUSINESSES AND OTHER ORGANIZATIONS /
INDIVIDUAL MANAGER

*Planning - At the planning stage, information Is the most
Important ingredient in decision making.

* Information at planning stage Includes that of business
resources, assets, liabilities, plants and machineries,
properties, suppliers, customers, competitors, market and
market dynamics, fiscal policy changes of the Government,
emerging technologies, etc.

*Recording - Business processing these days Involves
recording information about each transaction or event.

* This Information collected, stored and updated regularly at the
operational level.



« Controlling — A business need to set up an information filter, so
that only filtered data Is presented to the middle and top
management.

* This ensures efficiency at the operational level and effectiveness
at the tactical and strategic level.

 Measuring — A business measures its performance metrics by
collecting and analyzing sales data, cost of manufacturing, and
profit earned.

* Decision-making — MIS is primarily concerned with managerial
decision-making, theory of organizational behavior, and
underlying human behavior in organizational context.

» Decision-making information includes the socio-economic impact
of competition, globalization, and the effects of all these factors
on an organizational structure.



Decision Making Process

* Decision making Is a dalily activity for any human being. There is no exception
about that.

 When It comes to business organizations, decision making is a habit and a
process as well.

 Effective and successful decisions make profit to the company and unsuccessful
ones make losses. Therefore, corporate decision making process is the most
critical process in any organization.

* In the decision making process, we choose one course of action from a few
nossible alternatives.

* In the process of decision making, we may use many tools, technigues and
perceptions.

. hn addition, we may make our own private decisions or may prefer a collective
ecision.

« Usually, decision making Is hard. _Majorit%/ of corporate decisions involve some
level of dissatisfaction or conflict with another party.
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Step 1: Identification of the purpose of
the decision

*|n this step, the problem is thoroughly analysed.

* There are a couple of guestions one should ask when it
comes to identifying the purpose of the decision.

* What exactly Is the problem?
* Why the problem should be solved?
*Who are the affected parties of the problem?

*Does the problem have a deadline or a specific time-
line?




Step 2: Information gathering

*A problem of an organization will have many
stakeholders.

ln addition, there can be dozens of factors
Involved and affected by the problem.

In the process of solving the problem, you will
have to gather as much as information related
to the factors and stakeholders involved In the

problem.



Step 3: Principles for judging the
alternatives

*In this step, the baseline criteria for judging the alternatives
should be set up.

* When 1t comes to defining the criteria, organizational goals as
well as the corporate culture should be taken into consideration.

« As an example, profit iIs one of the main concerns in every
decision making process.

 Companies usually do not make decisions that reduce profits,
unless it is an exceptional case.

* Likewise, baseline principles should be identified related to the
problem in hand.




Step 4: Brainstorm and analyse the different
choices

* For this step, brainstorming to list down all the ideas Is the best
option.

 Before the idea generation step, it Is vital to understand the
causes of the problem and prioritization of causes.

* For this, you can make use of Cause-and-Effect diagrams and
Pareto Chart tool.

« Cause-and-Effect diagram helps you to identify all possible
causes of the problem and Pareto chart helps you to prioritize
and identify the causes with highest effect.

*Then, you can move on generating all possible solutions
(alternatlves) for the problem in hand.



Step 5: Evaluation of alternatives

Use vyour judgement principles and
decision-making criteria to evaluate each
alternative.

*In this step, experience and effectiveness
of the jJudgement principles come into play.

*You need to compare each alternative for
their positives and negatives.



Step 6: Select the best alternative

Once you go through from Step 1 to Step
5, this step Is easy.

I[n addition, the selection of the best
alternative 1s an Informed decision since
you have already followed a methodology
to derive and select the best alternative.



Step 7. Execute the decision

*Convert your decision into a plan or
a seguence of activities.

*Execute your plan by yourself or with
the help of subordinates.



Step 8: Evaluate the results

Evaluate the outcome of your decision.

*See whether there Is anything you
should learn and then correct In future
decision making.

*This Is one of the best practices that will
Improve your decision-making skills.



Conclusion

* When it comes to making decisions, one should always weigh the
positive and negative business consequences and should favour
the positive outcomes.

* This avoids the possible losses to the organization and keeps the
company running with a sustained growth.

« Sometimes, avoiding decision making seems easier; especially,
when you get into a lot of confrontation after making the tough
decision.

» But, making the decisions and accepting its consequences Is the
only way to stay in control of your corporate life and time.



Strategic Uses of IT In Business

Information technology plays an important role in
delivering value for a business and supporting
organizational transformation.

* To achieve that, chief information officers have
become key members of board teams developing
and delivering strategic solutions for the business.

*The aim Is to make an organization more
competitive by aligning business strategy with IT
strategy.



Support Innovation

« Organizations that want to improve their innovation capabilities and
develop new products or services for the market can use cloud computing
to speed up the process.

« Cloud computing enables organizations to rent additional IT resources
during the development project on a pay-as-you-go basis, rather than
Investing in fixed resources.

« Organizations can use the additional resources to run pilot programs or
speed up development.

 This provides an important strategic advantage by enabling the
organization to get new products to market quickly, ahead of the
competition.



Improve Responsiveness

* Cloud computing enables organizations to scale up their
IT resources quickly in response to changing market
conditions.

* Organizations that offer products and services online may
find it difficult to handle a surge In traffic, which could
result in lost business.

* Adding resources from the cloud provides a strategic
advantage by enabling them to respond to changes in
demand, increase revenue and maintain customer
satisfaction.



Increase Collaboration

* |T solutions that improve collaboration in an organization can
provide an important competitive advantage.

* [ssuing field service teams with smartphones, for example,
enables service engineers to provide a faster, more efficient
service to customers.

* Engineers working on a customer site can set up voice or video
conference calls with product or technical experts at
headquarters to discuss and resolve a complex issue, rather than
delaying a repair.

» Offering customer superior service provides a strategic
advantage by differentiating an organization from competitors.



Enhance Customer Insight

Collecting and analyzing data to gain greater
iInsight into customers’ needs and preferences
provides a strategic advantage.

*By using powerful analytics software,
organizations can develop customized offers
and personalized communications that help to
Increase customer satisfaction and foster
loyalty.



Introduce New Business Models

*Organizations can use IT to make strategic
changes to their business models.

* A company that traditionally sold products
through retail outlets might use IT to develop
an e-commerce model that enables It to reach
a wider market, reduce Its distribution costs
and offer a more convenient service to
customers.



CUSTOMER BONDING

 Customer bonding is, just as the term implies, the process
through which a company or organization makes connections
with Its customers.

* The goal of customer bonding is to develop a relationship and
sense of community, including the customers so that they:

* Feel welcomed

* Are more likely to continue patronizing the company (and
Its products or services)

* Are more likely to recommend the company to friends and
family



https://corporatefinanceinstitute.com/resources/knowledge/other/products-and-services/

* By engaging in customer bonding, companies are able to generate a
sense of loyalty and boost revenue.

* However, al_on%the way, they tend to find that there are a number of
other benefits that come from bonding with customers.

» For example, getting regular customer feedback can help a company
Improve Its products or services, thereby making them more
appealing to consumers.

» Customer bonding is the process through which a company gets
closer to its customers; the goal iIs to make customers feel
welcome, valued, and heard at all times.

« Customer retention is vital to any company because a loss of
customers equals a decline in revenue; losing too many
customers could mean the demise of a company.

» Setting up a customer feedback page on a website or a
telephone system with a customer service agent enables
customers to express concerns or ask questions and to feel
heard and valued.




* Retaining Customers

* Retaining customers Is a major part of the success of any
business.

* When customer retention peaks, the company becomes
more successful. The concept Is pretty simple:

| 0ss of Customers = Loss of Revenue

* The ultimate goal, of course, Is to retain customers, and In
doing so, boost revenues.



Why Customers Leave

» Customers may be drawn away from a company for
several reasons. These reasons include:

* Being attracted to a business with similar goods or
services; Industry players use various tactics to entice
customers, such as offering lower prices or providing
extra services

* Being disappointed with customer service
» Being disappointed with the goods or services

* No longer wanting or needing the goods and/or services a
company offers



https://corporatefinanceinstitute.com/resources/knowledge/strategy/pull-marketing-strategy/

Importance of Customer Bonding

gett_ing up a venue where a company can hear customer feedback is important for any
usiness.

The goal Is to let customers know they can report any usage issues or problems with goods or
services that they may have.

Various options are available to a company for£ursuing the initiative. There are
many customer relationship management (CMS) software programs available.

Provided the company maintains a website, they may include a page that allows customers to
leave feedback, ask questions, and comment on any existing iSSues or concerns.

Employees read the comments and report the information to the individuals within the company
who can respond to them.

A company may also use an automated telephone system or employ a specific customer
service agent who can respond to customer calls.

Having an individual answer the phone may be more appealing to customers, as they may feel
that they are actually being heard and seeing their concerns addressed.

As long as customer complaints or feedback are responded to in a timely manner, customers
are likely to feel that their input is considered valuable and of importance to the company.

Generating such a feeling goes a long way toward strengthening customer bonding.



https://www.pcmag.com/roundup/253275/the-best-crm-software

Business RiIsk

e Business risk is the exposure a company or organization has to factor(s) that will
lower its profits or lead it to fail.

* Anything that threatens a company's ability to achieve its financial goals is
considered a business risk.

* There are many factors that can converge to create business risk.

 Sometimes it is a company's top leadership or management that creates
situations where a business may be exposed to a greater degree of risk.

* However, sometimes the cause of risk is external to a company. Because of this, it
is impossible for a company to completely shelter itself from risk.

* However, there are ways to mitigate the overall risks associated with operating a
business; most companies accomplish this through adopting a risk management
strategy.



Types of Business Risk

eStrategic RISk

 Strategic risk arises when a business does not
operate according to its business model or plan.

* \When a company does not operate according to
Its business model, its strategy becomes less
effective over time and it may struggle to reach its
defined goals.



Compliance Risk

* The second form of business risk Is referred to as compliance risk.

« Compliance risk primarily arises in industries and sectors that are highly
regulated.

* For example, in the industry, there is a three-tier system of distribution that
requires wholesalers in the U.S. to sell wine to a retailer (who then sells it
to consumers). This system prohibits wineries from selling their products
directly to retail stores in some states.

* However, there are many U.S. states that do not have this type of
distribution system; compliance risk arises when a brand fails to
understand the individual requirements of the state that it is operating
within.

* |n this situation, a brand risks becoming non-compliant with state-specific
distribution laws.



https://www.investopedia.com/articles/investing/102015/asset-manager-ethics-risk-management-and-compliance.asp

Operational Risk

* The third type of business risk Is operational risk.

* This risk arises from within the corporation,
especially when the day-to-day operations of a
company fail to perform.

* For example, in 2012, the multinational bank HSBC
faced a high degree of operational risk and as a
result, incurred a large fine from the U.S.
Department of Justice when its internal anti-money
laundering operations team was unable to



https://www.investopedia.com/terms/o/operational_risk.asp

Reputational Risk

*Any time a company's reputation Is ruined,
either by an event that was the result of a
previous business risk or by a different
occurrence, It runs the risk of losing customers
and I1ts brand loyalty suffering.

*The reputation of HSBC faltered In the
aftermath of the fine it was levied for poor anti-
money laundering practices.



MANAGEMENT

*|t IS safe to say that an effective manager Is a
key Ingredient for business success.

A manager's job is to ensure good
management in an organisation.

*This Is achieved by learning the ins and outs of
management. Thus gain deeper Insights into
management.



https://www.toppr.com/guides/business-studies/nature-and-purpose-of-business/concept-and-characteristics-of-business/
https://www.toppr.com/guides/business-management-entrepreneurship/organizing/structure-of-organization/

CHARACTERISTICS OF MANAGEMENT

*GGoal-oriented process

* An essential aspect of management is to
combine individual efforts and direct them towards
achieving organisational goals.

* These goals differ from organisation to organisation.

* For example, an organisation can have a profit motive
whereas a social work organisation might have a goal of
eradicating illiteracy among children.
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https://www.toppr.com/guides/accountancy/accounting-for-partnership/special-aspects-partnership-accounts-its-maintenance/

Pervasive

*Management Is a requirement and essential for the
functioning of all kinds of organisations-
soclal, economic or political.

*Without management, the processes of an
organisation would be chaotic and unordered.

* Further, it Is equally essential for organisations
across all countries. However, the only difference
lies Iin the how management is implemented within
an organisation.



https://www.toppr.com/guides/business-economics/introduction-to-business-economics/meaning-of-business-economics/
https://www.toppr.com/guides/political-science/political-parties/politics/
https://www.toppr.com/guides/geography/our-country-india/india-our-country/

Multidimensional
* Management has three dimensions:

1.Work management: Every organisation exists for
completion of some work.

This work varies from producing clothes in clothing sector
to treating patients in hospitals.

Management looks at this work as goals to be achieved
and works towards these goals.

Further, this Is done in terms of problems to be

solved, decisions to be made, plans to be established,
budgets to be prepared, responsibilities to be assigned and
authority to be delegated.



https://www.toppr.com/guides/fundamentals-of-economics-and-management/decision-making/types-of-decisions/

2. Management of people: Another dimension of
management is concerned with getting work done from people, by
assigning work to worthy employees who can work effectively
towards the realisation of organisational goals.

This Is achieved by ensuring that the strength Is highlighted and
the weakness Is driven out of the equation.

3. Management of operations: As every organisation aims at the
completion of work, they also have a particular product or service
to provide with respect to their domain of operation.

Note that this is met with the help of a production process.

Management also looks after a production process of an
organisation that transforms the input with the help of technology
required into the output for consumption. Interestingly, this is linked
to both management of work and people.



https://www.toppr.com/guides/essays/unity-is-strength-essay/
https://www.toppr.com/guides/fundamentals-of-economics-and-management/national-income/concept-of-consumption-saving-and-investment/

Continuous Process

 \We now know that there are various functions of
management.

* These are- planning, organising, directing, staffing and
controlling.

* As a matter of fact, a manager performs all these
functions simultaneously.

* Although these functions are separate, management Is
concerned with performing all of them simultaneously all
the time.

» Consequently, management is a dynamic and continuous
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Group Activity

* An organisation consists of a large number of individuals
having different reasons and purposes to join.

* Again these individual differ based on their needs and
behaviours.

* However, It IS Important to realise that these diverse individuals
work together towards the achievement of the organisational
goals.

 Management diverts the individual efforts towards the right
direction.

* Further, effective management enables all the individuals to



Dynamic Function

* An organisation has to adapt to the environment in
order to succeed.

* Thus management is dynamic in nature and adapts
to the ever-changing social, economic and political
conditions.

* A famous example of this is how McDonald’s had to
change Its menu to serve and emerge as a major
fast food giant in the Indian market.



Intangible Force

Management cannot be touched or it isn't
tangible.

However effective management can be easily
felt.

*Evidently, If there Is order instead of chaos
within an organisation, the employees are
happy and the organisational goals are being
oraanised it can be easilv said that there exists



THE ROLE OF MANAGEMENT:

- Essentially, the role of managers is to guide the organizations toward goal
accomplishment.

* All organizations exist for certain purposes or goals, and managers are responsible for
combining and using organizational resources to ensure that their organizations
achieve their purposes.

* The role of the Management is to move an organization towards its purposes or goals
by assigning activities that organization members perform.

* [f Management ensures that all the activities are designed effectively, the production of
each individual worker will contribute to the attainment of the organizational goals.

« Management strives to encourage individual activity that will lead to reaching
organizational goals and to discourage individual activity that will hinder the
accomplishment of the organization objectives.

 There is no idea more important than managing the fulfillment of the organizational
goals and objectives. The meaning of the Management is given by its goals and
objectives.
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Management levels in an

A typical framework cQ EQC%A%QELQSQ of the following three

management levels,

1.t
2.t
3.t

ne strategic level,
ne management level and

ne operational levels.

1. Strateqic Level

IN

most companies the strategic level of the firm is typically responsible for

formulating the broad aims of the company, setting corporate objectives,
identifying resources that can be utilized and selecting broad strategies.

These aims, objectives and resources are then broken down into the
constituent parts and allocated between the, individual subsidiaries or
operating units, which are referred to as strategic business units (SBUS).



2. Management Level

The management level then break down the above
allocations into departmental objectives, budgets and tasks
for which the functional managers (for example in R&D or
marketing) at the operational level are responsible.

3. Organization Level

The performance of the company In implementing the
plans Is monitored and controlled by operating the process
INn reverse.

The operational level managers are responsible for
achieving the objectives set by the management level and
the management level Is expected to achieve the
objectives set by the strategic level.



Distinctions between the three levels of
management

At an early stage In the company’'s development, the distinctions
between levels are unclear as decisions are made Iin a largely
unplanned, reactive way.

As the company develops, the separation of management
levels and functions becomes clearer and Is reinforced by
formalized procedures (reports and meetings) to plan and control
the business.

Whilst we have indicated three broad levels of management, the
number of links In the chain between the chief executive and the
customer can vary considerably.



Recent trend in Management levels

The recent trend In many companies has been to
remove layers of management in order to have a
flatter structure, thus giving individual managers
far greater responsibility and authority for their part
of the company.

This has resulted In less distinction between the
management activities, with managers at all levels
being required to think strategically as well as
operationally.



INFORMATION SECURITY

* Information security Is a set of practices intended to keep data
secure from unauthorized access or alterations.

* Information security, sometimes abbreviated to infosec, Is a set of
practices intended to keep data secure from unauthorized access
or alterations, both when it's being stored and when it's being
transmitted from one machine or physical location to another.

* You might sometimes see It referred to as data security.

* As knowledge has become one of the 21st century's most
Important assets, efforts to keep information secure have
correspondingly become increasingly important.



Information security refers to the processes
and methodologies which are designed and
Implemented to protect print, electronic, or
any other form of confidential, private and
sensitive information or data from
unauthorized access, use, misuse,
disclosure, destruction, modification, or
disruption.



Information security vs.
cybersecurity

» Because information technology has become the aCcepted corporate
buzzphrase that means, basically, "computers and related stuff," you will
sometimes see information security and cybersecurity used interchangeably.

« Strictly speaking, cybersecurity is the broader practice of defending IT assets
from attack, and information security Is a specific discipline under the
cybersecurity umbrella.

* Network security and application security are sister practices to infosec, focusing
on networks and app code, respectively.

* Obviously, there's some overlap here. You can't secure data transmitted across
an insecure network or manipulated by a leaky application.

* As well, there is plenty of information that isn't stored electronically that also
needs to be protected. Thus, the infosec pro's remit is necessarily broad.



https://www.csoonline.com/article/3482001/what-is-cybersecurity-definition-frameworks-jobs-and-salaries.html
https://www.csoonline.com/article/3285651/what-is-network-security-definition-methods-jobs-and-salaries.html
https://www.csoonline.com/article/3315700/what-is-application-security-a-process-and-tools-for-securing-software.html

12:19 49

< @ WhatsApp &

A

o R

We are WhatsApp can’t WhatsApp can’t WhatsApp doesn’t

committed to read or listen to see your shared share your contacts
. your personal location. with Facebook.

your prvacy conversations as

Tap to learn more they're end-to-end

encrypted.

WhaltsApp.com/privacy WhatsApp.com/privacy WhatsApp.comyprivacy




Information security principles

* The basic components of information security are most often summed
up by the so-called CIA triad: confidentiality, integrity, and availability.

» Confidentiality Is perhaps the element of the triad that most
Immediately comes to mind when you think of information security.

 Data Is confidential when only those people who are authorized to
access it can do so; to ensure confidentiality, you need to be able to
iIdentify who Is trying to access data and block attempts by those
without authorization.

» Passwords, encryption, authentication, and defense against
penetration attacks are all techniques designed to ensure
confidentiality.



* Integrity means maintaining data in its correct state and
preventing it from being improperly modified, either by
accident or maliciously.

* Many of the techniques that ensure confidentiality will also
protect data integrity—atfter all, a hacker can't change
data they can't access—but there are other tools that help
provide a defense of integrity Iin depth: checksums can
help you verify data integrity, for instance, and version
control software and frequent backups can help you
restore data to a correct state If need be.

* Integrity also covers the concept of non-repudiation: you
must be able to prove that you've maintained the integrity
of your data, especially in legal contexts.



https://hackernoon.com/what-is-the-difference-between-information-security-and-information-technology-b926c3b5d597

* Availability is the mirror image of confidentiality: while you
need to make sure that your data can't be accessed by
unauthorized users, you also need to ensure that it can be
accessed by those who have the proper permissions.

* In an ideal world, your data should always be kept confidential,
IN Its correct state, and available; in practice, of course, you
often need to make choices about which information security
principles to emphasize, and that requires assessing your data.

* If you're storing sensitive medical information, for instance,
you'll focus on confidentiality, whereas a financial institution
might emphasize data integrity to ensure that nobody's bank
account Is credited or debited incorrectly.



Information security policy

. Thle means by which these principles are applied to an organization take the form of a security
policy.
« This isn't a piece of security hardware or software; rather, it's a document that an enterprise

draws up, based on its own specific needs, to establish what data needs to be protected and In
what ways.

« These policies guide the or%an_ization's decisions around procuring cybersecurity tools, and
also mandate employee behavior and responsibilities.

Among other things, your company's information security policy should include:
« A statement describing the purpose of the infosec program and your overall objectives
« Definitions of key terms used in the document to ensure shared understanding

« An access control policy, determining who has access to what data and how they can
establish their rights

 Apassword policy

c A d%ltat support and operations plan to ensure that data is always available to those who
need i

« Employee roles and responsibilities when it comes to safeguarding data, including who is
ultimatéely responsible for information security



*One important thing to keep In mind IS
that, iIn a world where many companies
outsource some computer services or
store data in the cloud, your security

policy needs to cover more than just the
assets you own.



Information security measures

 As should be clear by now, just about all the technical measures
associated with cybersecurity touch on information security to a certain
degree, but there it is worthwhile to think about infosec measures in a big-
picture way:

 Technical measures include the hardware and software that protects data
— everything from encryption to firewalls

* Organizational measures include the creation of an internal unit
dedicated to information security, along with making infosec part of the
duties of some staff in every department

* Human measures include providing awareness training for users on
proper infosec practices

* Physical measures include controlling access to the office locations and,
especially, data centers




Need Of Information
Securit

* Information system means to consider ava¥ble countermeasures or
controls stimulated through uncovered vulnerabilities and identify an area
where more work is needed.

* The purpose of data security management is to make sure business
continuity and scale back business injury by preventing and minimising the
Impact of security incidents.

* The basic principle of Information Security Is:
» Confidentially

 Authentication

* Non-Repudiation

* Intergrity



https://www.geeksforgeeks.org/what-is-information-security/

The need for Information
security:

1.Protecting the functionality of the®drganisation:
The decision maker in organisations must set policy and operates
their organisation in compliance with the complex, shifting
legislation, efficient and capable applications.

2.Enabling the safe operation of applications:
The organisation is under iImmense pressure to acquire and
operates integrated, efficient and capable applications.

The modern organisation needs to create an environment that
safeguards application using the organisations IT systems,
particularly those application that serves as important elements of
the Infrastructure of the organisation.




3. Protecting the data that the organisation

collect and use:
Data In the organisation can be Iin two forms that are either
IN rest or in motion, the motion of data signifies that data Is
currently used or processed by the system.

The values of the data motivated the attackers to seal or
corrupts the data.

This Is essential for the integrity and the values of the
organisation’s data.

Information security ensures protection of both data In
motion as well as data in rest.



4) Safeguarding technology assets In
organisations:

The organisation must add intrastate
services based on the size and scope of the
organisation.

Organisational growth could lead to the
need for public key infrastructure, PKI an
Integrated system of the software,
encryption methodologies.

The information security mechanism used
by the large organisation is complex In



5) Confidentiality, Integrity, & Availability: Basics of
Information Security

* Today's organizations face an incredible responsibility
when It comes to protecting data.

* Whether it's internal proprietary information or any type of
data collected from customers, companies could face
substantial conseguences in the event of a data breach.

* That's why they need to have the right security controls in
place to guard against cyberattacks and insider
threats while also providing document security and
ensuring data availability at all times.

* These information security basics are generally the focus
of an organization’s information security policy.



https://smarteyetechnology.com/why-protecting-intellectual-property-is-important/
https://smarteyetechnology.com/are-your-employees-leaking-data/
https://smarteyetechnology.com/document-security-issues-that-can-ruin-a-business/

What Is an Information Security
Policy?

Organizations develop and implement an information security policy to impose a uniform set of
rules for handling and protecting essential data.

The policy should apply to the entire IT structure and all users in the network.

It determines who has access to different types of data, how identity is authenticated, and what
methods are used to secure information at all times.

A good information security policy should also lay out the ethical and legal responsibilities of
the company and its employees when it comes to safeguarding customer data.

Most information security policies focus on protecting three key aspects of their data and
Information: confidentiality, integrity, and availability.

Each objective addresses a different aspect of providing protection for information.
Taken together, they are often referred to as the CIA model of information security.
Information Security Basics: The CIA Model

Confidentiality, inte rit%/,_and availability, also known as the CIA triad, is also sometimes
referred to as the AIC triad (availability, integrity, and confidentiality) to avoid confusion with the
Central Intelligence Agency, which is also known as CIA.



https://smarteyetechnology.com/why-small-businesses-and-startups-need-cyber-security-policies/
https://smarteyetechnology.com/6-ways-shopkeepers-can-protect-their-customers-data/

Confidentiality

 When we talk about the confidentiality of information, we are talking about protecting
the C|infotrrr]nat|%)n from being exposed to an unauthorized party due to a data breach or
Insider threat.

* ‘Preserving restrictions on access to your data is important as it secures your
proprietary information and maintains your privacy'.

« Nobody wants to deal with the fallout of a data breach, which is why you should take
major steps to w_nglement document security, establish security controls for sensitive
files, and establish clear information security policies regarding devices.

« Confidentiality covers a spectrum of access controls and measures that protect your
iInformation from getting misused by any unauthorized access.

* The ideal way to keep your data confidential and prevent a data breach is to implement
safeguards.

. Ever}/ piece of information a company holds has value, especially in today’s world.
Whether it’s financial data, credit card numbers, trade secrets, or legal documents,
everything requires proper confidentiality. In other words, only the people who are
authorized to do so should be able to gain access to sensitive data.



https://smarteyetechnology.com/unpatched-vulnerability-the-main-source-of-data-breaching/
https://smarteyetechnology.com/how-your-employees-cell-phone-is-creating-risks-for-the-company/

* A fallure to maintain confidentiality means that someone
who shouldn’t have access has managed to get access to
private information.

* Through intentional behavior or by accident, a failure In
confidentiality can cause some serious devastation.

* Some Information security basics to keep your data
confidential are:

1.Encryption

2.Passworad

3. Two-factor authentication
4 .Biometric verification



Integrity
. Idn Ehe world of information security, integrity refers to the accuracy and completeness of
ata.

« Security controls focused on integrity are designed to prevent data from being modified
or misused by an unauthorized party.

. II_?tegrit?/ Involves maintaining the consistency and trustworthiness of data over its entire
Ife cycle.

« Data must not be changed in transit, and precautionary steps must be taken to ensure
that data cannot be altered by unauthorized people.

* For example, in a data breach that compromises inte?rity, a hacker may seize data and
modify it before sending it on to the intended recipient.

« Some security controls designed to maintain the integrity of information include:
1.Encryption

2.User access controls

3.Backup and recovery procedures

4.Error detection software



https://smarteyetechnology.com/data-theft-can-be-a-reason-to-your-datas-manipulation/

Avallability

« Data availability means that information is accessible to authorized users.

* |t provides an assurance that your system and data can be accessed by
authenticated users whenever they're needed.

e SIMi
e Aval
can

ar to confidentiality and integrity, availability also holds great value.
ability is typically associated with reliability and system uptime, which

pe impacted by non-malicious issues like hardware failures,

unscheduled software downtime, and human error, or malicious issues like
cyberattacks and insider threats.

* If the network goes down unexpectedly, users will not be able to access
essential data and applications.



* Information security policies and security controls
address availabllity concerns by putting various
backups in place to ensure continuous uptime and
business continuity.

* Your information is more vulnerable to data |
availability threats than the other two components In
the CIA model.

* Making regular off-site backups can limit the
damage caused to hard drives by natural disasters
or server failure.

*Information only has value If the right people can
access It at the right time.



Information security measures for mitigating
threats to data availability include:

1.0ff-site backups

2.Disaster recovery

3.Proper monitoring
4.Environmental controls

5.5erver clustering

6.Continuity of operations planning



TYPES OF INFORMATION SECURITY
THREATS

« Common security threats range from insider threats to advanced
persistent threats, and they can bring an organization to its knees unless
Its In-house security team Is aware of them and ready to respond.

e Although the terms security threat, security event and security incident are related, in
the world of cybersecurity these information security threats have different meanings.

e A security threat is a malicious act that aims to corrupt or steal data or disrupt an
organization's systems or the entire organization.

* A security event refers to an occurrence during which company data or its network may
have been exposed. And an event that results in a data or network breach is called a
security incident.

* As cybersecurity threats continue to evolve and become more sophisticated, enterprise
IT must remain vigilant when it comes to protecting their data and networks. To do that,
they first have to understand the types of security threats they're up against.



1. Insider threats

* An insider threat occurs when individuals close to an organization who have
authorized access to its network intentionally or unintentionally misuse that
access to negatively affect the organization's critical data or systems.

» Careless employees who don't comply with their organizations' business rules
and policies cause insider threats.

* For example, they may inadvertently email customer data to external parties,
click on phishing links in emails or share their login information with others.

« Some Insiders intentionally bypass security measures out of convenience or lll-
considered attempts to become more productive.

« Malicious insiders intentionally elude cybersecurity protocols to delete data,
steal data to sell or exploit later, disrupt operations or otherwise harm the
business.



https://searchsecurity.techtarget.com/feature/Insider-threat-vs-insider-risk-Whats-the-difference

Preventing insider threats

The list of things organizations can do to minimize the risks associated with
Insider threats include the following:

* [imit employees' access to only the specific resources they need to do their jobs;

* train new employees and contractors on security awareness before allowing
them to access the network. Incorporate information about unintentional and
malicious insider threat awareness into regular security training;

* set up contractors and other freelancers with temporary accounts that expire on
specific dates, such as the dates their contracts end,

* Implement two-factor authentication, which requires each user to provide a
second piece of identifying information in addition to a password; and

* Install employee monitoring software to help reduce the risk of data breaches

and the theft of intellectual property by identifying careless, disgruntled or
malicious insiders.



https://searchsecurity.techtarget.com/tip/Insider-threat-protection-Strategies-for-enterprises

2. Viruses and worms

* Viruses and worms are malicious software programs (malware) aimed at
destroying an organization's systems, data and network.

A computer virus is a malicious code that replicates by copying itself to another
program, system or host file.

* It remains dormant until someone knowingly or inadvertently activates it,
spreading the infection without the knowledge or permission of a user or system
administration.

« A computer worm is a self-replicating program that doesn't have to copy itself to
a host program or require human interaction to spread.

* Its main function is to infect other computers while remaining active on the
Infected system. Worms often spread using parts of an operating system that
are automatic and invisible to the user.

* Once a worm enters a system, it immediately starts replicating itself, infecting
computers and networks that aren't adequately protected.



https://searchsecurity.techtarget.com/definition/malware

Preventing viruses and worms

* To reduce the risk of these types of information security threats
caused by viruses or worms, companies should install antivirus and
antimalware software on all their systems and networked devices
and keep that software up to date.

* [n addition, organizations must train users not to download
attachments or click on links in emails from unknown senders and to
avoid downloading free software from untrusted websites.

e Users should also be very cautious when they use P2P file sharing
services and they shouldn't click on ads, particularly ads from
unfamiliar brands and websites.


https://searchsecurity.techtarget.com/feature/Fundamentals-of-endpoint-security-Antimalware-protection-in-the-enterprise

3. Bothets

* A botnet is a collection of Internet-connected devices, including PCs,
mobile devices, servers and |0T devices that are infected and remotely
controlled by a common type of malware.

 Typically, the botnet malware searches for vulnerable devices across the
Internet.

* The goal of the threat actor creating a botnet is to infect as many
connected devices as possible, using the computing power and resources
of those devices for automated tasks that generally remain hidden to the
users of the devices.

* The threat actors -- often cybercriminals -- that control these botnets use
them to send email spam, engage in click fraud campaigns and generate
malicious traffic.



https://searchsecurity.techtarget.com/definition/botnet
https://internetofthingsagenda.techtarget.com/feature/Protect-against-IoT-device-hacking
https://internetofthingsagenda.techtarget.com/feature/Protect-against-IoT-device-hacking
https://searchsecurity.techtarget.com/definition/click-fraud-pay-per-click-fraud

Preventing botnets

Organizations have several ways to prevent botnet infections:

* monitor network performance and activity to detect any irregular network
behavior;

* keep the operating system up to date;

* keep all software up-to-date and install any necessary security patches;

* educate users not to engage in any activity that puts them at risk of bot infections
or other malware, including opening emails or messages, downloading
attachments or clicking links from unfamiliar sources; and

* implement antibotnet tools that find and block bot viruses. In addition, most
firewalls and antivirus software include basic tools to detect, prevent and remove
botnets.



4. Drive-by download attacks

*In a drive-by download attack, malicious code is downloaded
from a website via a browser, application or integrated
operating system without a user's permission or knowledge.

* A user doesn't have to click on anything to activate the
download. Just accessing or browsing a website can start a
download.

* Cybercriminals can use drive-by downloads to inject banking
Trojans, steal and collect personal information as well as
introduce exploit kits or other malware to endpoints.



Preventing drive-by download attacks

*One of the best ways a company can prevent drive-by
download attacks is to regularly update and patch
systems with the latest versions of software,
applications, browsers, and operating systems.

* Users should also be warned to stay away from insecure
websites.

*|nstalling security software that actively scans websites
can help protect endpoints from drive-by downloads.



5. Phishing attacks

* Phishing attacks are a type of information security threat that employs social
engineering to trick users into breaking normal security practices and giving up
confidential information, including names, addresses, login credentials, Social
Security numbers, credit card information and other financial information.

* In most cases, hackers send out fake emails that look as if they're coming from
legitimate sources, such as financial institutions, eBay, PayPal -- and even friends
and colleagues.

* In phishing attacks, hackers attempt to get users to take some recommended
action, such as clicking on links in emails that take them to fraudulent websites
that ask for personal information or install malware on their devices.

* Opening attachments in emails can also install malware on users' devices that are
designed to harvest sensitive information, send out emails to their contacts or
provide remote access to their devices.



Preventing phishing attacks

*Enterprises should train users not to
download attachments or click on links
in emails from unknown senders and
avoid downloading free software from
untrusted websites.



6. Distributed denial-of-service (DDoS)
attacks

*In a distributed denial-of-service (DDoS) attack,
multiple compromised machines attack a target,
such as a server, website or other network
resource, making the target totally inoperable.

*The flood of connection requests, incoming
messages or malformed packets forces the target
system to slow down or to crash and shut down,
denying service to legitimate users or systems.



Preventing DDoS attacks

To help prevent DDoS attacks, companies should take these steps:

* Implement technology to monitor networks visually and know how
much bandwidth a site uses on average. DDoS attacks offer visual clues
so administrators who understand the normal behaviors of their
networks will be better able to catch these attacks.

* Ensure servers have the capacity to handle heavy traffic spikes and the
necessary mitigation tools necessary to address security problems.

e Update and patch firewalls and network security programs.

* Set up protocols outlining the steps to take in the event of a DDoS
attack occurring.



/. Rahsomware

* In a ransomware attack, the victim's computer is locked, typically by
encryption, which keeps the victim from using the device or data
that's stored onit.

* To regain access to the device or data, the victim has to pay the
hacker a ransom, typically in a virtual currency such as Bitcoin.

* Ransomware can be spread via malicious email attachments,
infected software apps, infected external storage devices and
compromised websites.

e Ransomware attack notification
* You've been hacked



Preventing ransomware

* To protect against ransomware attacks, users should regularly back up their
computing devices and update all software, including antivirus software.

* Users should avoid clicking on links in emails or opening email attachments
from unknown sources.

* Victims should do everything possible to avoid paying ransom.

* Organizations should also couple a traditional firewall that blocks
unauthorized access to computers or networks with a program that filters
web content and focuses on sites that may introduce malware.

* |n addition, limit the data a cybercriminal can access by segregating the
network into distinct zones, each of which requires different credentials.



8. Exploit kits

* An exploit kit is a programming tool that enables a
person without any experience writing software code to
create, customize and distribute malware.

*Exploit kits are known by a variety of nhames, including
infection kit, crimeware kit, DIY attack kit and malware
toolkit.

*Cybercriminals use these toolkits to attack system
vulnerabilities to distribute malware or engage in other
malicious activities, such as stealing corporate data,
launching denial of service attacks or building botnets.



Preventing exploit kits

*To guard against exploit kits, an organization should
deploy antimalware software as well as a security
program that continually evaluates if its security
controls are effective and provide protection
against attacks.

*Enterprises should also install antiphishing tools
because many exploit kits use phishing or
compromised websites to penetrate the network.



9. Advanced persistent threat attacks

* An advanced persistent threat (APT) is a targeted cyberattack
in which an unauthorized intruder penetrates a network and
remains undetected for an extended period of time.

* Rather than causing damage to a system or network, the goal
of an APT attack is to monitor network activity and steal
information to gain access, including exploit kits and
malware.

* Cybercriminals typically use APT attacks to target high-value
targets, such as large enterprises and nation-states, stealing
data over a long period.



Preventing APT attacks

* Detecting anomalies in outbound data may be the best way for system administrators
to determine if their networks have been targeted.

Indicators of APTs include the following:

* unusual activity on user accounts;

* odd database activity, such as a sudden increase in database operations involving
massive amounts of data; and

* the presence of unusual data files, possibly indicating that data that has been bundled
into files to assist in the exfiltration process.

* To combat this type of information security threat, an organization should also deploy a
software, hardware or cloud firewall to guard against APT attacks.

* Organizations can also use a web application firewall to detect and prevent attacks
coming from web applications by inspecting HTTP traffic.



10. Malvertising

* Malvertising is a technique cybercriminals use to inject malicious
code into legitimate online advertising networks and web pages.

* This code typically redirects users to malicious websites or installs
malware on their computers or mobile devices.

* Users' machines may get infected even if they don't click on anything
to start the download.

* Cybercriminals may use malvertising to deploy a variety of
moneymaking malware.

* Some of the websites of well-known companies, including Spotify,
The New York Times and the London Stock Exchange, have
inadvertently displayed malicious ads, putting users at risk.



Preventing malvertising

* To prevent malvertising, ad networks should add validation; this
reduces the chances a user could be compromised.

* Validation could include: Vetting prospective customers by requiring
legal business paperwork; two-factor authentication; scanning
potential ads for malicious content before publishing an ad.

* To mitigate malvertising attacks, web hosts should periodically check
their websites from an unpatched system and monitor that system to
detect any malicious activity. The web hosts should disable any
malicious ads.

* To reduce the risk of malvertising attacks, enterprise security teams
should be sure to keep software and patches up to date as well as
install network antimalware tools.



What Is Knowledge
Management?

* Knowledge management definition: The
organization, capture, use, and analysis of the
Impact of a group's collective knowledge.

*In the business world, the definition of knowledge
management also includes the maintenance of a
knowledge base or portal where specific knowledge
related to the company Is housed.

*Only a few Initiatives are able to truly transform how
an organization operates, and knowledge
management is one of them.



Why Is knowledge management

Important?
* The knowledge management (KM) category represents

solutions that streamline the process of capturing, distributing,
and effectively using knowledge.

 When an organization is able to easily access, share, and update
business knowledge, it can become more productive and cost-
efficient.

* The ability to access the right knowledge at the right time, via a
robust knowledge management system, informs accurate
decision-making and stimulates collaboration and innovation.

* A robust knowledge management system can reduce information
search time by as much as 35 percent and raise organization-
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https://blog.getguru.com/guru-ranks-1-satisfaction-knowledge-management-g2-crowd

* FIndings culled from the International Data Corp also
corroborates the value of a knowledge management
system, highlighting that Fortune 500 companies lose
roughly $31.5 billion a year by failing to share
knowledge.

* As your enterprise grows, so too will the need to access
a reliable knowledge database in order to effectively run
your business, serve your clients, and increase revenue.

* Without a knowledge management system in place,
your employees will be forced to learn and relearn
processes and information. That's an inefficient and
costly practice.

* Plus, you may also run the risk of losing those
processes or mformatlon If a knowledge leader or legacy
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https://www.shrm.org/hr-today/news/hr-magazine/Pages/0504covstory.aspx

Knowledge management system examples

* Disseminating information throughout your organization
is much easier when you have a reliable knowledge
management platform to serve a full range of needs --
both at a departmental level and a holistic, company-
wide level.

* Knowledge management platforms (or knowledge bases)
are designed with best-in-class features to capture the
information you need, verify and organize it, and make it
easy to retrieve and share.



Here are some great examples of knowledge
management systems:

 Document management:
* These systems act as centralized digital filing cabinets for company documents.

* They make retrieving documents easy, support regulatory compliance, and
enhance workflow.

* In addition, when a document management system is enhanced with passwords
and backup procedures, document security is enhanced, but not thoroughly
protected from outside access.

* Many typical document management systems have functionality limitations so
custom upgrades can increase costs.

* This type of system does not automatically capture data or analyze it.



* Content management: Content management systems are
similar to document management systems, but store audio,
video, and other media types in addition to documents.

* Databases: A database is a computer application that allows
people to capture, store, analyze, and interact with data.

 Databases are indexed in order to make information more
accessible.

e Data stored in databases can be very secure because the
system prohibits manipulation.

* However, they can be volatile and are often costly to design
and set up.

* They also require a high level of skill to use and maintain.



*Data warehouses: These enterprise-wide
systems pull data from different parts of your
organization and can be highly effective for
reporting and analysis.

*They store current, as well as historic data and
transform data into meaningful information.

*However, data warehouses are typically high-
maintenance systems which require complex
integration in order to provide a unified view of
the data.



*Intranets: These private computer networks
built on searchable platforms can provide an
easily accessible resource for information
that enhances collaboration and social
networking within your enterprise.

*But intranets do have some risks, including
easy access by unauthorized personnel.

*|n addition, they are costly and time-
consuming to maintain.



*Wikis: These web pages are easy-to-use
collaborative tools that allow anyone to publish and
store information in a central location.

*They can be good places to maintain business
documents or product catalogues.

*However, because they can be openly edited, wikis
can often include wrong information.

*In addition, they aren’t optimized to show what
information within them is being viewed or used or
where knowledge gaps exist.



*Social networking: Social networking allows
people to connect with each other, join groups,
contribute information, and discuss issues they
are interested in.

*Social networking can influence organizational
knowledge.

Knowledge management systems can apply
social networking to identify, document, and
transfer knowledge.



Benefits of knowledge
management

* The more effectively and efficiently a company shares Its
iInformation with its employees, the better the business will
perform. The benefits of knowledge management include:

 Faster decision-making

* Efficient access to knowledge and information

* Increased collaboration and idea generation

* Enhanced communication throughout your organization
* Improved quality of information and data

* More security for intellectual property



* As we have seen, data Is raw facts, information Is
processed and/or interpreted data, and knowledge
IS personalized information.

e Definition of KMS

* A knowledge management system comprises a range of
practices used in an organization to identify, create,
represent, distribute, and enable adoption to insight and
experience.

* Such insights and experience comprise knowledge,
either embodied in individual or embedded in
organizational processes and practices.



Purpose of KMS

* Improved performance
* Competitive advantage
* Innovation

* Sharing of knowledge

* Integration

CONTINUOUS IMPROVEMENT BY -

* Driving strategy

e Starting new lines of business
 Solving problems faster

* Developing professional skills
e Recruit and retain talent




Activities in Knowledge Management

 Start with the business problem and the business value to be delivered first.

* |dentify what kind of strategy to pursue to deliver this value and address the KM
problem.

* Think about the system required from a people and process point of view.

* Finally, think about what kind of technical infrastructure are required to support
the people and processes.

* Implement system and processes with appropriate change management.



Level of Knowledge Management
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What i1s a Firewall?

A Firewall is a network security device that
monitors and filters incoming and outgoing network
traffic based on an organization’s previously
established security policies.

* At Its most basic, a firewall is essentially the barrier
that sits between a private internal network and the
public Internet.

*A firewall's main purpose is to allow non- |
threatening traffic in and to keep dangerous traffic
Out.



What Firewalls Do?

* A Firewall Is a necessary part of any security
architecture.

* Firewalls, focus on blocking malware, along with an
Integrated intrusion prevention system (IPS), these
Firewalls can react quickly and seamlessly to detect
and react to outside attacks across the whole
network.

*They can set policies to better defend your network
and carry out quick assessments to detect invasive



vwny DO Ve Need
Firewalls?

*Firewalls can act on previously set policies to
better protect your network and can carry out
guick assessments to detect invasive or
suspicious activity, such as malware, and shut
It down.

By leveraging a firewall for your security
infrastructure, you're setting up your network
with specific policies to allow or block incoming



COMPUTER CRIME

 Alternatively referred to as cyber crime, e-
crime, electronic crime, or hi-tech crime.

 Computer crime is an act performed by a
knowledgeable computer user, sometimes referred
to as a hacker that illegally browses or steals a
company's or individual's private information.

*In some cases, this person or group of individuals
may be malicious and destroy or otherwise corrupt
the computer or data files.



https://www.computerhope.com/jargon/h/hacker.htm

Cyber Crime : 7 Ways to Protect
Yourself on the Internet

* The speed, convenience and anonymity of the Internet are making cyber crime
a fast-growing activity.

* One recent study found that one in every five Americans has had personal
Information stolen or an account compromised because of their online activities.

* In addition to online identity theft or financial fraud, types of cyber crimes can
also include activities such as stalking, bullying, hacklng email spoofing,
Information piracy and forgery and intellectual property crime.

* With so many potential threats out there online, how are you supposed to
protect you, and your information from cyber criminals?

- After all, cyber crime can'’t be stopped completely. But sometimes it can be
prevented It all starts with practicing good online safety habits.

* Here are seven things that you can start doing today to better protect against
computer crime.



http://www.pewresearch.org/fact-tank/2014/04/14/more-online-americans-say-theyve-experienced-a-personal-data-breach/
https://www.araglegal.com/individuals/learning-center/topics/family-and-relationships/seven-tips-to-keep-kids-safe-from-cyberbullying

1. Make sure your security software Is
current — and update It regularly.

Having the latest security software

goes a long way toward protecting

against viruses, malware and other
online threats.

2. Lock or log off your computer when
you step away.

This ensures that no one else will have
access to all vour information



* 3. Go offline when you don't need an internet
connection.

If your computer Is always connected, it increases
the chances that hackers and virus scans can invade
your computer.

4, Take advantage of security settings.

On your smartphone, on your tablet, on your
computer — use PINs or passcodes to protect
someone from easily accessing all your information.

For social media websites and apps, be aware of
your privacy settings and change them to your
comfort level so only the people you want to see
Information can see It.



https://www.araglegal.com/individuals/learning-center/topics/protecting-your-identity/five-ways-your-smartphone-causes-identity-theft

*5. Consider sharing less online.

Including information like your birthdate and the city where
you live on your social media profiles can give criminals a
more complete picture and make it easier for them to steal
your identity.

* 6. Think twice about using public WiI-FI.
Hackers can easily connect to public Wi-FI and watch your

every move, including what passwords and account
information you enter while you're connected.

To keep your information safe, either don’t use public Wi-FI
or avoid entering private information and using apps that
have passwords when you are on public Wi-FI.



https://www.araglegal.com/individuals/learning-center/topics/protecting-your-identity/tips-to-manage-social-media-risks

/. When in doubt, don't click.

Cyber criminals can compromise
your Information through tweets,
posts and online advertising, In
addition to emaills.

If It looks suspicious, just delete It.

Beware of anyone who implores
you to act immediately.



Types Of Management Information
System

« A management information system Is an advanced system to
manage a company’s or an institution’s information system.

* It IS a computerized database to organize and program in such a
way so that It generates methodical reports for each level of a
company.

* Reports for some special events can easily be obtained from the
management information system.

*in  simple words, the Management Information system
or MIS provides feedbacks to managers themselves about their
performances.
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https://www.marketing91.com/database-marketing/
https://www.marketing91.com/mis-marketing-information-system/

*This system compares the “actual” results with the
planned results and also with the results of last year.

*In this way, It Is helpful to measure the progress of the
company compared to last year's performance and
targeted goal.

 Management Information system collects data from
different units of the company and functions.

However, some data Is collected on its own through
connected computer counters and remaining data entered
Into the system periodically.

* Reports are generated on intervals and can also be
obtained on-demand .



https://www.marketing91.com/performance-based-marketing/
https://www.marketing91.com/types-of-demand-2/

Advantages of using management
Information system.

* 1) Provides an inclusive picture of an organization.
* I1) MIS enhance the operational productivity of an organization.

i) Add value to the existing products, motivates Innovation and
|dmp_ro_ve product development, and assists the manager to make better
ecisions.

* Iv) Reports like employee’s performance record, annual revenue generated

helps an organization to evaluate their assets and limitations, thereby,
identifying these facets the organization can improve Iits methods
and operations.

* V) Assists as a communication and planning tool.

* vi) Customer data report helps in planning better and effective marketing
strategies and promotional activities.

* Vi) Management information system helps an organization to achieve
a competitive advantage.

e vill) It helps In effective decision makinag. therebyv reducing the time for actionable



https://www.marketing91.com/types-of-products/
https://www.marketing91.com/diffusion-innovation/
https://www.marketing91.com/what-is-a-product/
https://www.marketing91.com/customer-development/
https://www.marketing91.com/operational-decisions/
https://www.marketing91.com/importance-of-planning/
https://www.marketing91.com/marketing-strategy/
https://www.marketing91.com/sustainable-competitive-advantage/
https://www.marketing91.com/steps-in-consumer-decision-making/

12 Different types of management
Information system

* 1) Process Control :

* This system monitors the physical or industrial processes of business like
an automobile assembly, petroleum processes, or metal fabrication.

* The process control system gathers data continuously and then makes a report
on the performance of the system.

* It Is one of the most important type of Management information system in any
manufacturing company.

* The report assists the manager to evaluate the performance of the process and
tell about the occurrence of a certain event over the course of time.

« Other than that it also tells about the number of times the production system
differed from a cyclic production process.

* This type of information is helpful in evaluating the efficiency of the production
system and also helps to keep the safety of workers and machinery in-check.



https://www.marketing91.com/swot-analysis-of-automobile-industry/
https://www.marketing91.com/event-marketing-brand-equity/
https://www.marketing91.com/efficiency-effectiveness/

2) Management Reporting System :

* This system Is designed to produce reports about the operations
and finances of all level of management in a company.

* Management report system helps the manager of the company to
compare the performance of the company with the past year's
performance and with the expected performance.

* In this way, the manager can evaluate their own performance and
work on improving the performance of the company.

* This report Is used by upper management to compare the
financial output and its efficiency of operations with the
set goals for the company.



https://www.marketing91.com/goals/

3) Inventory control :

 Inventory of a company includes spoilage, sales, theft, and inventory on
nand.

* Inventory control system tracks all these things and updates management
about them.

* In this way, management determines when individual items are getting low
and when they are required to restock in both the company’s warehouse as
well as retail stores.

* Inventory system keeps the track of movement of Iinventory in the
warehouse, from warehouse to department store, items sold, and returns
on them.

* |t Is one of the most important type of Management information system in
any company that deals with stocking and storage of goods.



https://www.marketing91.com/individual-marketing/
https://www.marketing91.com/difference-between-goods-and-services/

4) Sales and Marketing

* This system helps the management to execute and track the efficiency of a
company’s marketing functions and sales.

* Followings are the marketing functions that the sales and marketing system take
cares of.

1.a) Projected sales

2.b) Improving the quality of products

3.c) Handling distribution networks

4.d) Assembling and tracking the advertising stores and schedules
5.e) Applying effective advertising, P.R and sales promotions

6.f) Pricing, discounts, and advertising

* These reports tell that the sales of which product is maximum and which
products are not doing good in different retail stores of the company.



https://www.marketing91.com/functions-of-marketing/
https://www.marketing91.com/distribution-definition/
https://www.marketing91.com/what-is-advertising/
https://www.marketing91.com/promotions-in-marketing/
https://www.marketing91.com/pricing-strategies/

5) Human resource (Enterprise
collaboration/Office automation) :

* This information management system allows management to control
the flow of information all around the organization.

* Electronic devices used by managers to communicate with managers of
other departments, their employees, or even by employees to
communicate with each other, are part of the office automation
information system.

* The media devices comprise cell phones, landline phones, multimedia,
intranet, internet, email, voice mail, video conferencing and file
sharing.

* A human resource management system keeps the track of employees
and their recruitment. It also does the daily management of
employees.



* This system tracks financial elements like payroll, benefits, and
retirement which are also the part of accounting and financial system.

* human resource system tracks of many other things also.

* It makes communication possible between employees, HR, and
management by offering legal compliance notices, mandatory training
events, and HR policies.

* It does all the work like track work attendance, employee timekeeping,
keep the track of available and used leaves and allow employees to
take sick or vacation leaves without making the manager involved
physically.

* In addition to this, this type of Management information system also
automates the recruiting function by collecting and evaluating resumes
as well as identifying and assembling qualified potential prospects.



6) Accounting and finance :

* Accounting and finance system track the investments and assets of a company.

* The data collected from these reports are assembled for financial reporting demanded
by law to deal with functions like payroll, local taxes, state, and pension funds.

* This system generates reports required for regular financial audits and also generate
annual reports for upper management.

* The accounting and finance system also assist the daily posting of regular transactions
like sales income, bank deposits, transfers, and returns.

e All the monthly and annual statements like profit and loss statements, balance sheets,
are produced from this system.

* These statements are crucial to know about the performance of the company for the
middle and upper manager and to track and compare the current financial status with
the past financial status of the company and pre-decided goals for future growth.



7) Decision Support System :

*This support system Is designed in such
a way that it helps the manager to make
a decision when a situation arises.

*|t gathers data from both external as well
as Internal sources.



8) Expert system :

*The expert system is designed in such a way that it
takes and store the knowledge of a human expert
on a particular subject and use that knowledge to
assist people with lower expertise to make
decisions.

* Artificial intelligence I1s an important part of an expert
system.

*Expert system senses your actions on the basis of
the actions you have taken In past In similar
situations and take decision on the basis of those



https://www.marketing91.com/people-marketing-mix/

9) Executive Information system :

*The executive information system is designed
IN such a way that It assists an executive
manager to manage executives.

*This system provides information in the form of
tables and charts which makes it easy for a
manager to make analysis and make important
decisions.



10) Transaction process system :

*The work of a transaction process
system Is to collect and process data
produced during an organization’'s
routine activities.

*The activities are like orders,
payments, deposits, etc.



11) School information management system

» School information system (SIMS) enables a school to run
day-to-day activities of a school in an efficient way.

 Many schools are adopting this technology to shape the
minds of youngsters as well as tackling the all behind the
scene activities of a school.

* The school information system has reduced the work of
updating and managing student’s attendance registers.

* Now, School information system perform this activity in a
smooth manner and saves the time of teachers for other
productive activities.



https://www.marketing91.com/how-to-make-your-business-more-efficient-by-upgrading-technology/

12) Local databases :

| ocal databases are also an
example of management information
system.

|local databases provide In-depth
Information about the communities
living across a country.



Data-flow diagram

A data-flow diagram Is a way of representing a flow of data
through a process or a system (usually an information system).

* The DFD also provides information about the outputs and inputs
of each entity and the process itself.

» Specific operations based on the data can be represented by
a flowchart.

* For each data flow, at least one of the endpoints (source and / or
destination) must exist in a process.

* The refined representation of a process can be done in another
data-flow diagram, which subdivides this process into sub-
processes.



https://en.wikipedia.org/wiki/Process
https://en.wikipedia.org/wiki/Information_system
https://en.wikipedia.org/wiki/Flowchart

Databhase



DFD components

*The Data Flow Diagram has 4 components

*DFD consists of processes, flows,
warehouses, and terminators.

*There are several ways to view these DFD
components.



Process

* The process (function, transformation) is part of a
system that transforms inputs to outputs. The symbol
of a process is a circle, an oval, a rectangle or a
rectangle with rounded corners.

* The process is named in one word, a short sentence,
or a phrase that is clearly to express its essence.



Data Flow

e Data flow (flow, dataflow) shows the transfer of information
(sometimes also material) from one part of the system to another.

* The symbol of the flow is the arrow.

* The flow should have a name that determines what information (or
what material) is being moved.

* Flow should only transmit one type of information (material).

* The arrow shows the flow direction (it can also be bi-directional if the
information to/from the entity is logically dependent - e.g. question
and answer).

* Flows link processes, warehouses and terminators.



Warehouse

* The warehouse (datastore, file, database) is used to store data
for later use.

* The warehouse does not have to be just a data file, for
example, a folder with documents, and optical discs.

* The flow from the warehouse usually represents the reading of
the data stored in the warehouse, and the flow to the
warehouse usually expresses data entry or updating
(sometimes also deleting data).



Terminator

* The Terminator is an external entity that communicates with
the system and stands outside of the system.

* It can be, for example, various organizations (eg a bank), groups
of people (e.g. customers), authorities (e.g. a tax office) or a
department (e.g. a human-resources department) of the same
organization, which does not belong to the model system.

* The terminator may be another system with which the
modeled system communicates.



Function

File/Dat ab ase

INput/Output

Flow
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NOTE :
Red arrows signify flow of data.

Basic structure of DFD




Rules for creating DFD

* The name of the entity should be easy and understandable
without any extra assistance.

* The processes should be numbered or put in ordered list to be
referred easily.

* The DFD should maintain consistency across all the DFD levels.

* A single DFD can have maximum processes upto 9 and minimum
3 processes.



Levels of DFD

* DFD uses hierarchy to maintain transparency thus
multilevel DFD’s can be Levels of DFD are as
follows:

e 0-level DFD
e 1-level DFD:
e 2-level DFD:




Advantages of DFD

* |t helps us to understand the functioning and the limits of a
system.

* |t is a graphical representation which is very easy to understand
as it helps visualize contents.

* Data Flow Diagram represent detailed and well explained
diagram of system components.

* It is used as the part of system documentation file.

* Data Flow Diagrams can be understood by both technical or
nontechnical person because they are very easy to understand.



Disadvantages of DFD

*At times DFD can confuse the
programmers regarding the system.

*Data Flow Diagram takes long time to be
generated, and many times due to this
reasons analysts are denied permission
to work on it.



What is the Simon model in MIS ?

*In MIS, the Simon model provides a conceptual
design of decision making. In which the designer
has to design the system in such a way that the
problem is identified in precise termes.

*|n the phase of an option, the designer should
help select criteria to select one of several
options.



Three Phase in decision making process

* Intelligence Phase - This is the first step in the decision making process. In this stage the
decision maker identifies the problem or opportunity.

* In the managerial context, a problem is finding something that is not according to plan,
rule, or standard.

* Design Phase - Design is the process of designing a solution to a problem. Alternative
solutions have been devised to solve the same problem. After collecting data about the
solution, each alternative solution is evaluated.

* Choice Phase - This is the stage. In which the probabilities are compared against each
other to find the most suitable solution. The best solution can be identified using
guantitative tools such as decision tree analysis, etc.






Collect information about
issue from the environment

Decide on the criteria by which
1o make the decison

Apply the criteria to settle
on one out of many
allernative solutions



Type Of Decisions

e Structure decisions -

e Structure decisions can be called programmable decisions or pre-plan decision which are determined.

* Which involves such a process Where the decision in process involves such circumstances Where the decision-
making process includes the procedure to be followed or the rules developed for them.

e A structured decision may include what is known as deterministic decisions or an algorithmic decision.

* Ex- student result and payroll system

* Characteristic of structure decision

* The cost of making such a decision is not as high as that of unstructured people.



Unstructured decision

* These types of decisions are occasional and unique in nature.

* There is no predetermination available to solve these problems and a new analysis is
required for each event.

* The top level manager is usually faced with the status of making such unstructured
decisions.

* Even unstructured decision are not simple.

e Characteristic unstructured decision

* These decisions cannot be delegated.
* The cost of making such a decision is quite high. Compared to structured judgment.



Amazon Business Information
Systems.

 Introduction
« Amazon is one of the leading E-commerce multinational with a vast customer base.

- Amazon utilizes specialized information systems in its business processes to attain
competitive advantage through improved efficiency in the collection, storage, and
analytics of their customers’ personal information.

* This study seeks to assess the management information systems implemented by
Amazon and how they influence its business process analysis through data acquisition
and management in its value chain.

A detailed description of the information systems in terms of interoperability with
different devices, analysis of how it Improves business processes to promote
competitive advantage the opportunities and risks of implementing the business
iInformation systems, and the issues in the general implementation of the systems in
decentralizing the decision-making processes will be the key focus of this paper.



System Description

* Implementation of advanced information systems has been one of the
greatest success factors for Amazon.

* Integration of the information systems into business process analysis
nas play a key role in the decentralization of decision-making
processes thus increasing the efficiency of key business processes.

 Amazon operates a two-piece information management software that
comprises of the Simple Storage Service that Is connected to ItS
Integrated database and the Amazon Web Service that promotes
access to the E-commerce platform.

* The web service allows customers to creation of user accounts and
][:)ersona_llze their profiles for improved efficiency in the processing of
ransactions.




 Amazon Web Service is made up of different systems with different
functionalities to promote efficiency in information management and

delivery of business processes.

* The system is highly advanced to promote hi?
Interoperability with"any kind of internet-enab
communication between buyers, sellers, and t

N levels of

ed device for effective

ne Amazon staff.

* The robust web service combines distinct features such as reliabllity,
scalability, security, and efficiency to make it highly effective in
delivering busmesls/liarocesses through a Customer Relation

Management (CRM) system.

* An Integrated Smart Analysis Search system operates to provide
optimal security for user information and also to promote personalized
customer service based on the customer profile.

* Moreover, the system is built on a Service Oriented Architecture
(SOA) to promote service decentralization for improved scalability of

the system.



* The Amazon transaction processing system is a key component of
the Business Information System, which allows customers to make
purchases securely and efficiently.

* Distinct features such as 1-click purchase and secure, encrypted,
credit card payment make this information management system
highly reliable and easy.

* The Amazon information management systems are also integrated
with special functionalities such as the intelligent recommendation
system that analyzes the previous search gueries of a customer to
make a recommendation for similar items through a process known
as data mining.

» This makes the system highly interactive thus resulting in increased
customer satisfaction.

* The information on customer orders is processed by the supply chain
management system that Is integrated into the payment system and
the web service.



* All Information collected through the web service is directed to the
Enterprise Resource Management system that runs on the Oracle
database management system.

* This system automates the ordering process with high levels of
accuracy in order scheduling and delivery tracking.

» Customer Relation Management system Is another critical element of
the Amazon information system that has significantly contributed to
company growth over the'years.

* It collects customer data such as the credit card information,
transaction history, and order records through the use of specialized
sorting algorithms that stores the information in the customer profile.

* It encrypts sensitive information regarding credit card data and
rehdlrectstthe customer order details to the delivery system for
shipment.

* The Customer Relation Management system also collects information
on customer feedback, queries, and product reviews to improve
scalablility and efficiency.



Business Process Analysis

 Effectiveness of the Amazon information systems Is determined
by its efficiency in delivery key business processes such as
ordering, transaction processing, order delivery, and customer
relations management.

* Amazon has successfully integrated different components of its
Information system with its database and customer relationship
management system to improve business process analysis.

* This Is achieved through decentralization of the decision
making processes thus increasing information transparency.



* This has made It possible for the company to utilize business
Intelligence analytics to understand the market environment
and inform the formulation of improvement strategies to ensure
that the systems are able to process more orders in a unit time.

 Amazon information management system creates a virtual
copy of the physical marketplace to enhance the understanding
of variations in demand and supply.

* Integration of communication structures with the information
system allows for business process automation and faster
resolution of customer queries.

* Moreover, the order processing and delivery systems are
streamlined with the ordering process to enhance the real-time
resolution of customer queries for a smooth flow of business
processes.



Customer attraction and
retention

* Despite the increased competition by other e-
commerce websites, Amazon has been able to attract
and retain more customers due to improved business
process analysis.

* The Information management is automated such that
It analyzes the customer personality and interests to
make a recommendation on their favorite products
through a customer relations management strategy for
customer acquisition and retention.



* Process automation and sophisticated communication

structures result In value creation for its customers.

* The amazon information systems have resulted in value

addition for the customers’in the following ways;

1. Enhanced customer care — Scalabillity, efficiency, and
security of the Amazon information systems have significantly

I
t
t

mproved communication with its staff and users. This gives
ne customers a rich user experience with the system since

ney are able to get a solution to various issues in real-time.

Satisfied customers spread the word to other people thus
attract more people to the website.



2. Limitless inventory — Initially, Amazon was created
with the sole purpose of selling books to its customers.
However, the service diversified over time to include
movies, video games, music, electrical appliances,
clothing, and many other products due to increased
demand.

3. High margin, low prices — This strategy has played a
key role In attracting and retaining more customers to
Amazon through increased competitive advantage. By
selling at low prices, the company Is able to sell more
products within a short time thus making more profit in
the long-term.



pecentralization or becision-making
Processes

* One of the key benefits of an integrated information system is that it
allows for the decentralization of _eclslon—mz;lklngf processes to
reduce the managerial diseconomies, especially Tor an organization
with a vast customer base.

 Amazon information system is managed such as the individual sub-
systems, the autonomous decision-making functionality for |
differentiated resolution of customer queries and order processing.

* This creates a smooth flow of core business processes as each
functional unit operates independently.

* Different components of the Amazon information system collect data
from key business processes and stores it to the central database In
the appropriate format for analytics in the decision-making processes.




lne inrormation system promaotes
decision-making processes in the
following ways;

* Providing secure access to information — Amazon managers
require fast access to reliable information regarding the
marketing, financial, inventory, and employee performance of the
company.

* This information Is important in identifying the areas of weakness,
strengths, and opportunities to inform strategic-decision making
to Improve the business processes.

* The Information management system promotes access to the
iInformation through automation of the collection, sorting, and
centralized storage of information such that it is easily accessible
for retrieval and analytics.



* Interpretation — Specialized data analytics algorithms
are embedded in the architecture of the Amazon
Information management system to facilitate data
interpretation.

* This Is important in helping managers to understand
how their decisions influence key business processes.

* Basically, the raw data collected from customer profiles,
ordering, delivery, anddpayment processes are collated
Into specially formatted reports for easier identification of
trends and patterns.

* This enables the decision-makers to coordinate action
within different levels of management and also
understand how key decisions influence the change of
business processes.



*Decision support System — In addition to allowing
Information access and interpretation, Amazon
iInformation plays a key role in central decision
support.

* The Information system also acts as a decision-
support system through its use in the context of
structured and unstructured decision making
processes through.

* The decision support system creates effective
frameworks and models for the analysis of
underlying data through interactive decision aid.



Communication driven decision
support — The information system
allows for multiple teams to work on a
common task to develop a series of
actionable decisions to improve
certain business process.

*In this case, the decision processes
mainly involve client-server
Interactions through audio, video
channels, etc



* When a customer places an order, through the web service, the
Information system sends a query to the data warehouse and
avails the product details to the customer’s consol.

* Once the customer is satisfied with the product and adds it to
the cart, the payment processing system redirects them to the
payment form where the customer adds location and makes
electronic payment.

* The customer receives a payment notification and the product
details through email or short message service.

* The transaction system automatically records the payment
detalls and sends them to the supply chain system, where the
order Is prepared for shipping.

* The supply chain system notifies the customer that the product
has been shipped through mail service or sms.



SBl & TCS

*The State Bank of India Is the oldest and
largest bank In India, with more than 250 billion
IN assets.

*|t Is the second-largest bank in the world In
number of branches; it opened its 10,000th
branch in 2008.

*The bank has 84 international branches
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* While SBI was among the first bank in India to computerize some
of its operations, during the 1990s, SBI started losing market
share to private banks who implemented more modern computer
systems and were able to provide customers with a wide range of
banking services.

* To remain competitive with its private-sector counterparts, in
2002, SBI began the largest implementation of a centralized core
system ever undertaken in the banking industry.

* The State Bank of India selected Tata Consultancy Services to
customize the software, implement the new core system, and
provide ongoing operational support for its centralized information
technology.

* The report discusses the features of Core Banking that SBI was

looking for, the solution provided by TCS, the implementation of
the caid ecahiitinn and it imnact nNn SRl and ite crictaomarc



CORE BANKING IN INDIA

* In India major efforts towards computerization in the banking
Industry started almost two decades ago. The stages of
computerization in the banking industry may be classified as
below:

 ALPM (Automated ledger posting machines) branches
 Partially computerized branches

 Fully computerized branches

» Centrally Computerized and Fully Networked Banks

» Banks offering Internet Banking,

* ATM banking



* In the early 80s banks introduced Automated Ledger Posting
Machines which was the genesis for introducing automation In
banks.

 During the mid 1980s, banks computerized their operations on
stand-alone computers for catering to the needs of the customers
and at the same time improve the efficiency in the functioning of
the branch.

* Through introduction of such a system, banks could render a
particular service only at specified counters in the branch.

* For example, transactions relating to savings bank account or
term deposits can be put through only at specific computers.

* Even though this marked the beginning of automation, it did not
meet the expectations of the demands of the customers.

* However the branch functioning improved noticeably and the



* In order to iImprove the customer service further, banks adopted
the concept of ‘single window’, which meant that the branches
move over to a ‘client-server’ environment.

* This led to networking with in the branch and the branches were
classified as “Totally Automated branch’ (TBA) or ‘Partially
Automated Branch’ depending upon the extent of computerization
of the various business areas of a branch functioning.

* A major thrust to networked computing came about with the entry
of new private sector banks in the later part of 1990s, which were
mandated by the RBI to be totally computerized and networked
banks right from day one of their existence.

* These banks were able to offer anywhere / anytime banking and
also offered multiple delivery channels in the form of ATM,
Internet banking, Mobile banking etc thereby weaning away the
clientele from the PSBs.







» Today, If banks want to survive in their business they need to
cater to the demands of the customers who dictate to a great
extent the service that banks are required to offer.

» Core Banking offers an ideal platform to meet the challenges in
the financial industry

* Core banking solution refers to a common IT solution wherein a
central shared database support the entire banking application.

* Business processes In all the branches of a bank update a
common database In a central server located at Data centre,
which gives a consolidated view of the bank’s operations.

* Branches function as delivery channels providing services to the
customers of the bank. Core

* Banking Solution is an integrated application that supports real
time, multi-banking and multi-channel strategies.



* This central shared database will provide functionality such as:

* CIF: Customer information file with all the non-dynamic
information about the customer, business entity or group and

relationships

* All bank liability accounts; savings; fixed deposits; current

accounts etc.

 All Bank asset accounts; loans; mortgages, credit facilities
* Bank General Ledger, Manage Information; Bank Financials

* Payment systems; Real

Ime Gross Settlement;

« Card systems; Electronic Funds Transfer at the Point of Sale;
Automated Teller Machines; and other electronic payments and
transaction handling systems

* Highest standards of security accepted by Central Banks with
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* The single biggest achievement of implementing the Core
Banking Solution is that each customer is truly the
customer of the Bank and not just the customer of the
Branch, where his/her account is maintained.

* He/she can go to a branch anywhere in the country and
perform a transaction.

* This Is possible as the entire Customer Database Is
centrally located at the Central Data Centre (CDC) and
can be accessed throughout the network of branches.

* Also Core Banking systems are necessary for a bank to
remain competitive in an increasingly competitive market.

* Various advantages that a bank has on implementation of
core banking solution are:-



BENEFITS TO CUSTOMERS

24 X7 Banking

Anywhere Banking

*Integration with strategic sectors
*Strengthening MIS, DSS and EIS

Business Process Re-engineering (BPR) —
enabler




BENEFITS TO THE
BRAN

* As the back office work Is done at a ceg;ralized location, more time Is
available to the branch officials for activities like product promotion,
marketing, business expansion and cross selling of products.

* Single window service for the varied needs of the customers is made
avallable at the branches. This enhances customer service at the
branch

* There is a uniform approach to the branch rules / operations
* Branches can concentrate on developing business.
« Standardization of IT infrastructure at the branches.

* No End of Day (EOD) / Beginning of Day (BOD) process at the
branch



BENEFITS TO BANK

* Instant availability of consistent and accurate data

* MIS at a central location enhancing the decision support for the
top management

* There will be effective control and monitoring by the top
management.

» Data base and processing are centralized leading to better
monitoring of the business and reduction in data cost and
transaction cost

 Faster introduction of customer centric products from the
central location ensuring uniformity in implementation

 Roll out of new products / Business changes can be
Implemented immediately






* New delivery channels can be integrated easily

* The need for reconciliation among the branches Is
eliminated thereby improving better house keeping and
better operational risk management

* Ease of system administration and thereby reduction In
support costs. Information system security Is ensured as
the Information processing facility is centralized.

* Since the transactional as well as master data of all the
branches Is available at a centralized location, It is easy to
set up Data-warehousing which will provide a decision
support system

* Critical nation wide payment system products introduced
by the regulator such as RTGS, etc can be implemented
and integrated with the core banking at the data centre






RISKS ASSOCIATED WITH CORE
BANKING

* All eggs are In a single basket and hence the effect of centralized failure
will be colossal resulting in reputation risk for the bank

* The dependence on vendors and service providers increases

 Data Integrity and data security have to be ensured all the time as the
centralized location will be the target of all evil eyes. To be able to provide
a reasonable level of comfort in this aspect, the security program of the
banks will have to be dynamic.

« Acceptance by the staff and changing their mind set to accept technology
and a role shift will be a very big challenge for managements

« SB

DUl

has a dual role of earning a profit and t

ne social mandate of extending

panking services to the population throughout India. Therefore, the bank

t an extensive branch network in India t

nat included many branches in

ow-income rural areas that were unprofitable to the bank.



The Objectives and Challenges for SBI In the
project
* The State Bank of India’s objectives for its project to modernize core

systems included:

* The delivery of new product capabilities to all customers, including those
In rural areas

 The unification of processes across the bank to realize operational
efficiencies and improve

e customer service

 Provision of a single customer view of all accounts
* The ability to merge the affiliate banks into SBI

« Support for all SBI existing products

* Reduced customer wait times in branches

* Reversal of the customer attrition trend



* SBI had to overcome many challenges in
Implementing a centralized core processing system.

* The foremost of these challenges was finding a
system that could process over 75 million accounts
daily, this number Is the highest for any bank in the
world using a centralized processing system.

*Also, SBI's own team had no experience in
Implementing a centralized system.

* Another problem for SBI was getting buy In from
local branch staff, many of whom took great pride In
executing complex transactions manually or using
local In-branch systems.



* The new centralized core banking solution will make
their skills redundant leading to a loss of criticality
and job prestige for these employees, This led to
fears that employees will be unwilling to adopt the
new system and might try to sabotage the entire
project.

* Another challenge for the bank was the unique
requirements of the bank, which would mean that
any software solution had to be customized heavily
to bring it in line with the bank’s business
processes.

*New modifications have to added to include taking
deposits in form of gold (by weight), havmg saving
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venaor selection
* Recognizing the fact that trE?cl\:vg @s@t§a§for such a massive

undertaking, SBI sought proposals from a number of vendors, most of them
headed by the world’s leading system integrators.

 The finalists for the contract were vendor consortiums headed by IBM and TCS.
TCS’s vendor group included HP, FNS (Financial Network Services) and China
Systems.

 Although SBI favored the real-time processing architecture of FNS's BaNCS
system over that of the IBM consortium’s memo post/batch update architecture,
the bank had several concerns about the TCS consortium proposal.

* Therefore, it was agreed that TCS would be responsible for the required
systems modifications and ongoing software maintenance for SBI.

 Additionally, scalability tests were performed at HP's lab in Germany to verify
that the system was capable of meeting the bank’s scalability requirements. T

* hese tests demonstrated the capability of TCS BaNCS to support the processing
rediiirements of 76 million accoiinte and 19 million dailv tran<actions



Implementation of TCS Bancs In
SBI

» The contract for the initial project was completed in May 2002; 3,300 branches
were to be converted by mid-2007.

 TCS immediately began a six-month gap analysis effort to determine the
required software changes to the BaNCS system.

* The changes included installing required interfaces with more than 50 other
systems as well as making enhancements to support the bank’s product
requirements.

* They placed a priority on the needed changes that would allow branches with
high-net-worth individuals and then corporate accounts to be converted as soon
as possible.

» Before the first conversion in August 2003, TCS and HP created the data
processing environment for SBI.

* The primary data center was established on the outskirts of Mumbai and a
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* The conversion effort began in August 2003, when SBI converted three pilot

branches to the BaNCS system.

* The successful conversion and operation of the pilot branches was followed by
the conversion of 350 retail branches with high-net-worth customers between

August 2003 and September 2004.

At this point, the bank intentionally halted the conversions to analyze and

resolve reported problems.

* They analyzed, categorized, and prioritized these problems by type of resolution
(e.qg., software, procedural, training) and severity.

« TCS managed software revisions for the critical software changes while the
branch personnel managed the needed training and procedural changes.

* After the software and procedural ch

anges were implemented, SBI converted an

additional 800 branches between December 2004 and March 2005.

* Unlike in the previous conversions, t
predominantly commercially orientec

nis group of branches included
offices.

* The conversion effort then refocusec
when the bank paused again to reso
second group of conversions.

on retail branches until November 2005,
lve problems that came up during this



* After the second round of changes, the system and
processes were functioning smoothly, and management
believed the branch conversion could be accelerated.

* An assembly line approach was then employed in April
2006 to speed the branch conversion process:

* Branch personnel were responsible for data scrubbing
and cleaning of their customer information on the existing
system.

* Branches were notified three months prior to their
conversion date to begin "mock,” or test, conversions
using a specially created test version of the BaNCS
system.

e Branches nerformed several test conver<ions to enstire



Implementation at SBI's Affiliate Banks

e AS t
the

ne rollout plans for State Bank of India were being finalized,
pank decided to extend the scope of the core banking

Imp

ementation to include its (then) eight affiliate banks.

* TCS created a separate processing environment within the
Mumbai data center used to support SBI.

* The

conversion effort for each of the affiliate banks spanned 18 to

24 months; the first six months were used for planning, training,

and
e The

e The
and

establishing the processing environment for the banks.
branch conversions overlapped among the banks, allowing

all the affiliate banks to be converted in 30 months.

project was begun in July 2003 for the State Bank of Patiala
In 2004 for the other affiliate banks.



Critical Factors for the Successful
Implementation of TCS Bancs in SBI

 Large-scale core systems implementations are typically the most costly and
risky IT projects undertaken by banks. Failures of core systems projects are not
uncommon at large banks and result in both financial impact and lost business
opportunities.

 Further, failed projects lead other banks to delay needed core systems
replacements because they measure the risk of failure against the potential
benefits of a new system.

« Several critical factors contributed to the success of the project implementation
at SBI:

« Senior management commitment. The project was driven by the chairman of
SBI, who met every month with the information technology (IT) and the business
sector heads. The chairman monitored the overall status and ensured that
sufficient resources were allocated to the project. TCS senior managers were



e Staffing and empowerment of project team. The core banking team
consisted of the bank’s managing director of IT acting as team head and
75 business and IT people selected by the bank. TCS also staffed the
project with approximately 300 IT professionals trained on the BaNCS
system. Importantly, the SBI business people were viewed not just as
contributors to a key project but as future bank leaders. This team reported
to the SBI chairman and was empowered with all decision-making
authority.

* Ownership by business heads. The regional business line heads were
responsible for the success of conversion of their respective branches and
reported the status to the chairman. Thus, the business heads’ objectives
were aligned with those of the project team.

* Focus on training. SBI used its network of 58 training centers across India
to train employees on the new system. TCS personnel first educated
approximately 100 SBI professional trainers, who then trained 100,000
SBI employees at the centers; the remaining employees trained at their
respective job sites.
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Determining Information Needs for an
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Overview of use of data flow method, analysis of
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Strategic use of Information and IS — Use of Information for
Customer Bonding

For Knowledge Management

For innovation,

For Managing Business Risks

For Creating a new business models and new business
reality.
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Information Security —

Sensitize students to the need for information security
Concepts such as confidentiality, Integrity and Availability.
Types of threats and risk, overview of some of the manual,
procedural and automated controls in real life IT
environments.

Case Studies and Presentations




