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1. Which of the following is considered as an asset in ethical hacking?
a. Server
b. Switch
c. Application
d. All

2. Assets should be protected from illicit access, use, disclosure, alteration, destruction, and/or theft,
resulting in loss to the organization.
a. True
b. False
3. is a form of access control limits access to campuses, buildings, rooms and physical IT assets.
Physical
Logical
Virtual
None of the above
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4. is a form of access control limits connections to computer networks, system files and data.
Physical
Logical
Virtual
d. None of the above
5. Which of the following cannot be used as a authentication factor in access control system.
a. passwords
b. personal identification numbers (PINS)
c. biometric scans
d. User name
6. is a security model in which access rights are regulated by a central authority based on multiple
levels of security.
a. Mandatory access control (MAC)
b. Discretionary access control (DAC)
c. Role-based access control (RBAC)
d. Attribute-based access control (ABAC)
7. is a methodology that manages access rights by evaluating a set of rules, policies and relationships
using the attributes of users, systems and environmental conditions.
a. Mandatory access control (MAC)
b. Discretionary access control (DAC)
c. Role-based access control (RBAC)
d. Attribute-based access control (ABAC)
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8. is a security model in which the system administrator defines the rules that to govern access to
resource objects.
a. Mandatory access control (MAC)
b. Discretionary access control (DAC)
c. Rule-based access control
d. Attribute-based access control (ABAC)
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Is a widely used access control mechanism that restricts access to computer resources based on

individuals or groups with defined business functions rather than the identities of individual users.

. Mandatory access control (MAC)

b. Discretionary access control (DAC)

c. Role-based access control (RBAC)

d. Attribute-based access control (ABAC)

a

Is an access control method in which owners or administrators of the protected system, data or
resource set the policies defining who or what is authorized to access the resource.
a. Mandatory access control (MAC)
b. Discretionary access control (DAC)
c. Role-based access control (RBAC)
d. Attribute-based access control (ABAC)
A loss of is the unauthorized disclosure of information.
a. Confidentiality
b. Integrity
c. Availability
d. none
A loss of is the unauthorized modification or destruction of information.
a. Confidentiality
b. Integrity
c. Availability
d. none
A loss of is the disruption of access to or use of information or an information system.
a. Confidentiality
b. Integrity
c. Availability
d. none
is not a type of biometric authentication
a. fingerprint scans,
b. facial
c. retina scans and
d. password
Which malicious program cannot do anything until actions are taken to activate the file attached by the

malware.

Trojan Horse
Worm
Virus

Bots

. The attack that focuses on capturing small packets from the network transmitted by other computers and
reading the data content in search of any type of informationis
a. Phishing
b. Eavesdropping
c. Scams
d. Exploits


https://searchsecurity.techtarget.com/definition/mandatory-access-control-MAC
https://searchsecurity.techtarget.com/definition/role-based-access-control-RBAC
https://searchsecurity.techtarget.com/definition/mandatory-access-control-MAC
https://searchsecurity.techtarget.com/definition/role-based-access-control-RBAC

Ethical Hacking Sem-VI Prof. Priyanka Jadhav

17. What are the types of malware?
a. Caterpillars
b. Worms
c. Lions
d. Horses
18. Which of the following is not a stand-alone program?
a. Trojan
b. Worm
c. Virus
d. Spyware
19. Which of the following is a program capable of continually replicating with little or no user intervention?
Virus
b. Trojan horses
c. Rootkit
d. Worms

20. automatically takes hundreds of snapshots every hour of whatever is on the computer screen
and saves these snapshots in a hidden location on the system’s hard drive.
a. Spector
b. Keylogger
c. eBlaster
d. SpyAnywhere
21. is a technology used to monitor and record each keystroke typed on a specific
computer's keyboard.
a. Spector
b. Keylogger
c. None of them
d. SpyAnywhere

Q

22, is Internet spy software that captures incoming and outgoing e-mails and immediately forwards
them to another e-mail address.
a. Spector
b. Keylogger
c. eBlaster
d. SpyAnywhere
23. A tries to formulate a web resource occupied or busy its users by flooding the URL of

the victim with unlimited requests than the server can handle.
a. Phishing attack
b. DoS attack
c. Website attack
d. MiTM attack
24. A DosS attack coming from a large number of IP addresses, making it hard to manually filter or crash the
traffic from such sources is known as a
a. GosS attack
b. PDoS attack
c. DosS attack
d. DDosS attack
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25. On November 2, 1988, Robert Tappan Morris, a Cornell University computer science graduate student
disrupting a large number of computers then on the Internet, guessed at the time to be one tenth of all
those connected. What was it called?

a. Virus
b. Worm
c. Trojan
d. None
26. A computer virus consist of the following parts-
a. Infection mechanism
b. Trigger
c. Payload
d. All

27. It is designed to infect and place its own code into the master boot record (MBR) of a system.

System or boot sector virus

Macro viruses

Cluster viruses

Encryption viruses

28. employ unique techniques including intercepting calls from the OS and returning bogus or
invalid responses that are designed to fool or mislead.

a. Stealth virus

Macro viruses

Cluster viruses

Encryption viruses

29. is designed to lie in wait until a predetermined event or action occurs.

Logic Bomb

Macro viruses

Cluster viruses

Encryption viruses

30. infect systems in multiple ways using multiple attack vectors, hence the term multipartite.

Multipartite virus or file virus

Macro viruses

Cluster viruses

Encryption viruses

31. is a type of attack that happens when a malicious website delegates its request to another
website or web application where the user is authenticated.

a. XSRF
b. Cross Site Reference Forgery
c. CSRF
d. All
32. Cross-Site Request Forgery is also known as
a. one-click attack
b. Cross Site Reference Forgery
c. session riding
d. All

33. One of the most common ways to carry out a CSRF attack isto use

HTML image tag

JavaScript image object

None

All
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34, is a program that visits Web sites and reads their pages and other information in order to create
entries for a search engine index.
a. Crawler
b. Worm
c. Virus
d. none
35. The crawler for the AltaVista search engineis
a. Scooter
b. Googlebot
c. Bingbot
d. Xenon
36. According to OWASP is the most dangerous vulnerability.
a. Injections
b. Xss
c. CSRF
d. none
37. What does CRSF stand for?
a. Control session request function
b. Cross site relative function
c. Cross site request forgery
d. Control session request forgery
38. A Web site that allows users to enter text, such as a comment or a name, and then stores it and later
displays it to other users, is potentially vulnerable to a kind of attack called a
attack.
a. Two-factor authentication
b. Cross-site request forgery
c. Cross-site scripting
d. Cross-site scoring scripting
39. Is penetration testing used for helping or for damaging a system?
a. Damaging
b. Helping
c. None
d. Both
40. Which of the following are ways to conduct penetration testing?
a. Black box, white box, grey box
b. Black box, red box, grey box
c. Black box, white box, brown box
d. Black box, brown box, grey box
41. Penetration testing should focus in what scenarios?
Most likely
b. Most dangerous
c. Both
d. None

Q
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42. What is social engineering?
a. Using force to gain access to the information you need
b. Hacking either telecommunication or wireless networks to gain access to the information you need
c. Using manipulation to deceive people that you are someone you are not to gain access to the
information you need
d. None
43. What is a risk involved in doing penetration testing?
a. You have to pay for the testing
b. Some operations of the company might slow down.
c. Skynet takes over the world
d. None
44. Which of the following groups must a penetration testing review?
a. Documentation, Log, System Configuration, Ruleset, Network Sniffing, File Integrity

b. Documentation, Log, System Configuration, Network Sniffing, File Integrity
c. Documentation, Log, System Configuration, Network Sniffing, Ruleset, File Integrity, Personnel
d. None
45, is a systematic technical approach to find the security loopholes in a network or software system.
a. Vulnerability assessment (VA)
b. Penetration testing(PT)
c. Both
d. None
46. is usually a non-intrusive process and can be carried out without jeopardising the IT

infrastructure or application’s operations.

a. Vulnerability assessment (VA)

b. Penetration testing(PT)

c. Both

d. None

47. is a proof-of-concept approach to actually explore and exploit vulnerabilities.

a. Vulnerability assessment (VA)

b. Penetration testing(PT)

c. Both

d. None

48. Penetration Testing can
a. Determines the scope of an attack.
b. Tests sensitive data collection.
c. Gathers targeted information and/or inspect the system
d. all
49. Penetration Testing can
a. Cleans up the system and gives final report.
b. It is non-intrusive, documentation and environmental review and analysis.
c. ltisideal for physical environments and network architecture.
d. All
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50. Penetration Testing can
a. Itis non-intrusive, documentation and environmental review and analysis.
b. Itis ideal for physical environments and network architecture
c. Itis meant for critical real-time systems
d. All
51. Vulnerability Assessments can
a. Makes a directory of assets and resources in a given system.
b. Discovers the potential threats to each resource.
c. Allocates quantifiable value and significance to the available resources.
d. All
52. Vulnerability Assessments can
a. Attempts to mitigate or eliminate the potential vulnerabilities of valuable resources.
b. Comprehensive analysis and through review of the target system and its environment
c. ltisideal for lab environments
d. All
53. Vulnerability Assessments can
a. Itis meant for non-critical systems
b. Comprehensive analysis and through review of the target system and its environment
c. Itisideal for lab environments
d. all
54. Vulnerability Assessments can
a. Attempts to mitigate or eliminate the potential vulnerabilities of valuable resources.
b. Comprehensive analysis and through review of the target system and its environment
c. Itisideal for lab environments
d. All
55. Penetration Testing can
a. Cleans up the system and gives final report.
b. Itis non-intrusive, documentation and environmental review and analysis.
c. ltisideal for physical environments and network architecture.
d. All

56. Penetration Testing can
a. Determines the scope of an attack.
Tests sensitive data collection.
It is ideal for physical environments and network architecture.
All
57. framework made cracking of vulnerabilities easy like point and click.
.Net
Metasploit
Zeus
Ettercap
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58. is a popular tool used for discovering networks as well as in security auditing.
a. Ettercap
b. Metasploit
c. Nmap
d. Burp Suit
59. Wireshark is a tool.

a. network protocol analysis
network connection security
connection analysis
defending malicious packet-filtering
60. is a web application assessment security tool.
LC4
Weblnspect
Ettercap
d. QualysGuard
61. Which of the following attack-based checks WebInspect cannot do?
a. cross-site scripting
b. directory traversal
c. parameter injection
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d. injecting shell code
62. Weblnspect is a web application security scanning tool offered by
a. HP
b. LG
c. Google
d. None
63. WeblInspect is basically a dynamic ____ tool which detects the vulnerabilities by actually performing the
attack.

a. black box testing
b. white box testing
c. grey box testing
d. brown box testing
64. Which of the following is not an advantage of weblnspect?
a. Saves time when dealing with large enterprise applications
b. Simulates the attack, shows the results and presents you with a comprehensive view.
c. Itis not dependent on the underlying language.
d. None

65. Nessus is a tool that performs which security function?
a. Vulnerability scanning

b. Penetration testing
c. Ethical hacking
d. Loop protection
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66. Nessus can be used with
a. command line only
b. GUI only
c. Both
d. None
67. The idea of Nessus was first developed in the late 1990s by :
a. Renaud Deraison
b. HP
c. AltaVista
d. None
68. what is the primary goal of an Ethical Hacker ?
a. Avoiding detection
b. Testing security controls
c. Resolving security vulnerabilities
d. Determining return on investment for security measures

69. What is the first phase of hacking?
a. Maintaining access
b. Gaining access
c. Reconnaissance
d. Scanning
70. When a hacker attempts to attack a host via the Internet it is known as what type of attack?
a. Local access
b. Remote attack
c. Internal attack
d. Physical access
71. What port number does HTTPS use?
a. 53
b. 443
c. 80
d. 21
72. What does the TCP RST command do?
a. Restores the connection to a previous state
b. Finishes a TCP connections
c. Resets the TCP connection
d. Starts a TCP connection
73. What does the term "Ethical Hacking" mean?
a. Someone who is using his/her skills for defensive purpose
b. Someone who is hacking for ethical reasons
c. Someone who is using his/her skills for ethical reasons.
d. Someone who is using his/her skills for offensive purposes
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74. What are the two basic types of attacks?
a. Active
b. Passive
c. Both
d. None
75. What is the ethics behind training how to hack a system?
a. Tothink like hackers and know how to defend such attacks
To hack a system without the permission
To hack a network that is vulnerable
To corrupt software or service using malware
76. has now evolved to be one of the most popular automated tools for unethical hacking.
Automated apps
Database software
Malware
Worms
77, is the technique used in business organizations and firms to protect IT assets.
Ethical hacking
Unethical hacking
Fixing bugs
d. Internal data-breach
78. Before performing any penetration test, through legal procedure, which key points listed below is not
mandatory?
a. Know the nature of the organization
b. Characteristics of work done in the firm
c. System and network
d. Type of broadband company used by the firm
79. After performing the ethical hacker should never disclose client information to other
parties.
a. hacking
b. cracking
c. penetration testing
d. exploiting
80. A penetration tester must identify and keep in mind the & requirements of a
firm while evaluating the security postures.
privacy and security
rules and regulations
hacking techniques
ethics to talk to seniors
81. is a weakness that can be exploited by attackers.
System with Virus
System without firewall
System with vulnerabilities
System with a strong password
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82. is the sum of all the possible points in software or system where unauthorized users can enter
as well as extract data from the system.
a. Attack vector
b. Attack surface
c. Attack point
d. Attack arena
83. is the cyclic practice for identifying & classifying and then solving the vulnerabilities in a
system.
a. Bug protection
Bug bounty
Vulnerability measurement
Vulnerability management
84. A is a software bug that attackers can take advantage to gain unauthorized access in a system.
System error
Bugged system
Security bug
System virus
85. is the timeframe from when the loophole in security was introduced till the time when the
bug was fixed.
Time-frame of vulnerability
Window of vulnerability
Time-lap of vulnerability
Entry-door of vulnerability
86. IS the practice and precautions taken to protect valuable information from unauthorised access,
recording, disclosure or destruction.
a. Network Security
b. Database Security
c. Information Security
d. Physical Security
87. From the options below, which of them is not a threat to information security?
a. Disaster
b. Eavesdropping
c. Information leakage
d. Unchanged default password
88. Which of the following information security technology is used for avoiding browser-based hacking?
a. Anti-malware in browsers
b. Remote browser access
c. Adware remover in browsers
d. Incognito mode in a browser
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89. technology is used for analyzing and monitoring traffic in network and information flow.
a. Cloud access security brokers (CASBs)
b. Managed detection and response (MDR)
c. Network Security Firewall
d. Network traffic analysis (NTA)
90. Compromising confidential information comes under
a. Bug
b. Threat
c. Vulnerability
d. Attack
91. Lack of access control policy is a
a. Bug
b. Threat
c. Vulnerability
d. Attack
92. Possible threat to any information cannot be
a. reduced
b. transferred
c. protected
d. ignored
93. According to the CIA Triad, which of the below-mentioned element is not considered in the triad?
a. Confidentiality
b. Integrity
c. Authenticity
d. Availability
94. This is the model designed for guiding the policies of Information security within a company, firm or
organization. What is “this” referred to here?
a. Confidentiality
b. Non-repudiation
c. CIA Triad
d. Authenticity
95. CIA triad is also known as
a. NIC (Non-repudiation, Integrity, Confidentiality)
b. AIC (Availability, Integrity, Confidentiality)
c. AIN (Availability, Integrity, Non-repudiation)
d. AIC (Authenticity, Integrity, Confidentiality)
96. When you use the word it means you are protecting your data from getting disclosed.
a. Confidentiality
b. Integrity
c. Authentication
d. Availability
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97. means the protection of data from modification by unknown users.
a. Confidentiality
b. Integrity
c. Authentication
d. Non-repudiation
98. When integrity is lacking in a security system, occurs.
a. Database hacking
b. Data deletion
c. Data tampering
d. Data leakage
99. of information means, only authorized users are capable of accessing the information.
a. Confidentiality
b. Integrity
c. Non-repudiation
d. Availability
100. Why these 4 elements (confidentiality, integrity, authenticity & availability) are considered

fundamental?

101.

102.

103.

104.

a. They help understanding hacking better

b. They are key elements to a security breach

c. They help understands security and its components better

d. They help to understand the cyber-crime better

This helps in identifying the origin of information and authentic user. This referred to here as

Confidentiality

Integrity

Authenticity

. Availability

Data is used to ensure confidentiality.

a. Encryption

b. Locking

c. Deleting

d. Backup

Which of these is not a proper method of maintaining confidentiality?
a. Biometric verification

b. ID and password based verification

c. 2-factor authentication

d. switching off the phone

Data integrity gets compromised when and are taken control off.
a. Access control, file deletion

b. Network, file permission

c. Access control, file permission

d. Network, system

o 0 T W




Ethical Hacking Sem-VI Prof. Priyanka Jadhav

105. One common way to maintain data availability is

a. Data clustering

b. Data backup

c. Data recovery

d. Data Altering
106.  The full form of Malware is

a. Malfunctioned Software

b. Multipurpose Software

c. Malicious Software

d. Malfunctioning of Security
107. Who deploy Malwares to a system or network?

a. Criminal organizations, Black hat hackers, malware developers, cyber-terrorists
Criminal organizations, White hat hackers, malware developers, cyber-terrorists
Criminal organizations, Black hat hackers, software developers, cyber-terrorists
Criminal organizations, gray hat hackers, Malware developers, Penetration testers
108. is a code injecting method used for attacking the database of a system / website.
HTML injection
SQL Injection
Malicious code injection
. XML Injection
109. XSS is abbreviated as

a. Extreme Secure Scripting

b. Cross Site Security

c. X Site Scripting

d. Cross Site Scripting
110. This attack can be deployed by infusing a malicious code in a website’s comment section. What is

“this” attack referred to here?

a. SQL injection

b. HTML Injection

c. Cross Site Scripting (XSS)

d. Cross Site Request Forgery (XSRF)

111.  When there is an excessive amount of data flow, which the system cannot handle,  attack takes
place.

a. Database crash attack

b. DoS (Denial of Service) attack

c. Data overflow Attack

d. Buffer Overflow attack
112. Compromising a user’s session for exploiting the user’s data and do malicious activities or misuse

user’s credentials is called

a. Session Hijacking

b. Session Fixation

c. Cookie stuffing

d. Session Spying
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113.  Which of this is an example of physical hacking?
a. Remote Unauthorised access
b. Inserting malware loaded USB to a system
c. SQL Injection on SQL vulnerable site
d. DDosS (Distributed Denial of Service) attack
114.  An attempt to harm, damage or cause threat to a system or network is broadly termed as
a. Cyber-crime
b. Cyber Attack
c. System hijacking
d. Digital crime
115.  Which method of hacking will record all your keystrokes?
a. Keyhijacking
Keyjacking
Keylogging
Keyboard monitoring
116. are the special type of programs used for recording and tracking user’s keystroke.
Keylogger
Trojans
Virus
. Worms
117. These are a collective term for malicious spying programs used for secretly monitoring someone’s
activity and actions over a digital medium.
a. Malware
b. Remote Access Trojans
c. Keyloggers
d. Spyware
118. Hackers who help in finding bugs and vulnerabilities in a system & don’t intend to crack a system are
termed as
a. Black Hat hackers
b. White Hat Hackers
c. Grey Hat Hackers
d. Red Hat Hackers
119.  Which is the legal form of hacking based on which jobs are provided in IT industries and firms?
a. Cracking
b. Non ethical Hacking
c. Ethical hacking
d. Hactivism
120. They are nefarious hackers, and their main motive is to gain financial profit by doing cyber crimes.
Who are “they” referred to here?
a. Gray Hat Hackers
b. White Hat Hackers
c. Hactivists
d. Black Hat Hackers
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121. are the combination of both white as well as black hat hackers.
Grey Hat hackers
Green Hat hackers
Blue Hat Hackers
Red Hat Hackers
122. are senior level corporate employees who have the role and responsibilities of creating and
designing secured network or security structures.
a. Ethical Hackers
b. Chief Technical Officer
c. IT Security Engineers
d. Security Architect

o 0o T W

123. security consultants uses database security monitoring & scanning tools to maintain
security to different data residing in the database / servers / cloud.
a. Database
b. Network
c. System
d. Hardware
124, Is set up either at the network edge where a trusted network connects to an untrusted

network, such as the Internet, or between networks.
a. A perimeter hardware firewall
b. A software firewall
c. A honeypot
d. none

125. protects a personal computer, a system, or a host from unwanted or malicious packets
entering the network interface card (NIC) from the network.

a. A software firewall
b. A perimeter hardware firewall
c. none

d. A honeypot

126. is a decoy box residing inside your network Demilitarized Zone (DMZ), set up by a
security professional to trap or aid in locating hackers, or to draw them away from the real target system.
a. A software firewall
b. A perimeter hardware firewall
C. none
d. A honeypot
127. is a decoy system that a malicious attacker might try to attack.
A software firewall
A perimeter hardware firewall
None

A honeypot
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128.  One of the most obvious places to put an IDS sensor is near the firewall. Where exactly in relation to
the firewall is the most productive placement?
a. Inside the firewall
b. Outside the firewall
c. Both inside and outside the firewall
d. Neither inside the firewall nor outside the firewall.
129.  Which of the following is often one of the most overlooked areas of security?

a. Operational
b. Technical
c. Internet
d. Physical

130. A hacker who plants a rogue wireless access point on a network in order to sniff the traffic on
the wired network from outside the building is causing what type of security breach?

a. Physical
b. Technical
c. Operational
d. Remote access
131.  Which area of security usually receives the least amount of attention during a penetration test?

a. Technical
b. Physical
c. Operational
d. Wireless

132.  Which of the following attacks can be perpetrated by a hacker against an organization with weak
physical security controls?

Denial of service

Radio frequency jamming

Hardware keylogger

Banner grabbing

133. WhICh of the following is an example of a physical security breach?

o 0 T o

Capturing a credit card number from a web server application
Hacking a SQL server in order to locate a credit card number
Stealing a laptop to acquire credit card numbers

. Sniffing a credit card number from packets sent on a wireless hotspot
134, What type of attack can be performed once a hacker has physical access?

o 0 T o

Finding passwords by dumpster diving
Stealing equipment

Performing a DoS attack

Session hijacking
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137.

138.
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Which of the following is a system designed to attract and identify hackers?

a. Honeypot

b. Firewall

c. Honeytrap

d. IDS

What is a reverse WWW shell?

a. A web server making a reverse connection to a firewall

b. A web client making a connection to a hacker through the firewall
c. A web server connecting to a web client through the firewall

d. A hacker connecting to a web server through a firewall

A reverse WWW shell connects to which port on a hacker’s system?

a. 80
b. 443
c. 23
d. 21
What is the purpose of a pen test?

a. To simulate methods that intruders take to gain escalated privileges

b. To see if you can get confidential network data

c. To test the security posture and policies and procedures of an organization
d. To get passwords

Security assessment categories include which of the following?

a. Penetration testing
b. Security audits

c. Black-hat assessments
d. All

Prof. Priyanka Jadhav

Which type of audit tests the security implementation and access controls in an organization?

a. A firewall test

b. A penetration test

c. An asset audit

d. A systems audit

What is the objective of ethical hacking from the hacker’s prospective?

a. Determine the security posture of the organization.

b. Find and penetrate invalid parameters.

c. Find and steal available system resources.

d. Leave marks on the network to prove they gained access.



Ethical Hacking Sem-VI Prof. Priyanka Jadhav

142. What is the first step of a pen test?

a. Create a map of the network by scanning.
b. Locate the remote access connections to the network.
c. Sign a scope of work, NDA, and liability release document with the client.
d. Perform a physical security audit to ensure the physical site is secure.
143.  Which tools are not essential in a pen tester’s toolbox?

a. Password crackers
b. Port scanning tools
c. Vulnerability scanning tools
d. None of the above
144.  What are not the results to be expected from a pre-attack passive reconnaissance phase?

a. Directory mapping
b. Competitive intelligence gathering
c. Asset classification
d. Acquiring the target

145.  Once the target has been acquired, what is the next step for a company that wants to confirm the
vulnerability was exploited?

a. Use tools that will exploit a vulnerability and leave a mark.

b. Create a report that tells management where the vulnerability exists.
c. Escalate privileges on a vulnerable system.

d. All

146.  Which of the following tools is the most useful in sorting through large log files when searching for
intrusion-related events?
a. Text editor
b. Vulnerability scanner
c. Password Cracker
d. IDS

147. 1DSs are capable of detecting which type of abnormal or unauthorized activities?
a. External connection attempts
b. Executionofmaliciouscode
c. Unauthorizedaccessattemptstocontrolledobjects
d. All

148.  Which of the following is true for a host-based IDS?
a. It monitors an entire network.
b. It monitors a single system.
c. It’s invisible to attackers and authorized users.
d. It’s ineffective on switched networks.
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149.  Which of the following is a fake network designed to tempt intruders with unpatched and unprotected

security vulnerabilities and false data?
a. IDS
b. Honey pot
c. Padded cell
d. Vulnerability scanner

150. Which of the following is true regarding vulnerability scanners?
a. They actively scan for intrusion attempts.
b. They serve as a form of enticement.
C. They locate known security holes.
d. They automatically reconfigure a system to a more secured state.

151. When using penetration testing to verify the strength of your security policy, which of the following is

not recommended?
a. Mimicking attacks previously perpetrated against your system
b. Performing the attacks without managements consent
C. Using manual and automated attack tools
d. Reconfiguring the system to resolve any discovered vulnerabilities

152. Which of the following attacks is an attempt to test every possible combination against a security

feature in order to bypass it?
a. Brute force attack
b. Spoofing attack
C. Man-in-the-middle attack
d. Denial of service attack

153. Which of the following is not a valid measure to take to improve protection against brute force and

dictionary attacks?
a. Enforce strong passwords through a security policy.
b. Maintain strict control over physical access.
C. Require all users to log in remotely.
d. Use two-factor authentication.

154. Which of the following is not considered a denial of service attack?

a. Teardrop

b. Smurf

C. Ping of death
d. Spoofing

155. SYN flood attack works by what mechanism?

Exploiting a packet processing glitch in Windows 95

A
a.
b. Using an amplification network to flood a victim with packets
C. Exploiting the three-way handshake used by TCP/IP

d.

Sending oversized ping packets to a victim

156. Spoofing is primarily used to perform what activity?
a. Send large amounts of data to a victim.
b. Cause a buffer overflow.
C. Hide the identity of an attacker through misdirection.
d. Steal user accounts and passwords.
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157. Spamming attacks occur when numerous unsolicited messages are sent to a victim. Because enough
data is sent to the victim to prevent legitimate activity, it is also known as what?
a. Sniffing
b. Denial of service
C. Brute force attack
d. Buffer overflow attack

158. What type of attack occurs when malicious users position themselves between a client and server
and then interrupt the session and takes it over?

a. Man-in-the-middle
b. Spoofing

C. Hijack

d. Cracking

159.  The limitation of IDS is

a. they cannot resolve network attacks

b. it passes in network for only watches network traffic like packet sniffing.

c. Both

d. none
160. Intrusion prevention system (IPS) is

a. the process of both detecting intrusion activities or threats
managing responsive actions on those detected intrusions or threats throughout the network.
monitoring real time packet traffic with malicious activities or which match specific profiles
all
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161. The basic benefits of IDS and IPS systems are as:
a. Normal and intrusive malicious activities detected
b. Proactive protection of network security infrastructure
c. Operational efficiencies to reduced need to react to event logs for protection
d. All
162.  The basic benefits of IDS and IPS systems are as:
a. Proactive protection of network security infrastructure
b. Operational efficiencies to reduced need to react to event logs for protection
c. Increased coverage against packet attacks and zero-day attacks
d. All
163. is another data hiding technique which can be used in conjunction with cryptography for
the extra-secure method of protecting data.
a. Cryptography
b. Steganography
c. Tomography
d. Chorography
164. is hiding of data within data, where we can hide images, text, and other messages within
images, videos, music or recording files.
a. Cryptography
b. Tomography
c. Steganography
d. Chorography
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165. The word is a combination of the Greek words ‘steganos’ which means “covered or
concealed”, and ‘graphein’ which means “writing”.
a. Cryptography
b. Tomography
c. Steganography
d. Chorography
166. A tool permits security professional or a hacker to embed hidden data within a carrier
file like an image or video which can later be extracted from them.
a. Cryptography
b. Tomography
c. Chorography
d. Steganography
167. is a steganography program that hides large amounts of text in images. Even after adding bytes
of data, there is no increase in the image size. The image looks the same in a normal graphics programs. It
loads and saves to files and therefore is able to bypass most e-mail sniffers.
a. ImageHide

b. Blindside
c. MP3Stego
d. Snow
168. is a steganography application that hides information inside BMP (bitmap) images. It’s a
command-line utility.
a. Blindside
b. Camera/Shy
c. Stealth
d. MP3Stego
169. hides information in MP3 files during the compression process.
a. MP3Stego
b. ImageHide
c. Blindside
d. Stealth
170. __isawhitespace steganography program that conceals messages in ASCII text by appending
whitespace to the end of lines.
a. Snow
b. Camera/Shy
c. Stealth
d. Blindside
171. works with Windows and Internet Explorer and lets users share censored or sensitive information

stored in an ordinary GIF image.
a. Camera/Shy

b. ImageHide

c. Blindside

d. MP3Stego

172. is a filtering tool for PGP files. It strips off identifying information from the header, after which the
file can be used for Steganography.

a. Stealth

b. ImageHide

c. Blindside

d. MP3Stego



Ethical Hacking Sem-VI Prof. Priyanka Jadhav

173. are software packages that can be used to deliver a Trojan.
a. Wrappers
b. Virus
c. Worms
d. bomb
174, A is a program application which is stored on a remote-server & distributed over the

Internet when a user uses a browser interface to request for such applications.
a. Android application
b. Web application
c. PC application
d. Cloud application
175.  Which attacks, the attacker manage’s to take control of the application to execute an SQL query created by
the attacker...
a. SQL injection

b. Direct
c. SQL
d. Application

176. A Web site that allows users to enter text, such as a comment or a name, and then stores it and laterdisplays
it to other users, is potentially vulnerable to a kind of attack what attack is it...
a. Cross-site scoring scripting
b. Cross-site request forgery
c. Cross-site scripting
d. Two-factor authentication
177.  Attack which forces a user(end user)to execute unwanted actions on a web application in which he/she is
currently authenticated. ..
a. Cross-site scoring scripting
b. Cross-site request forgery
c. Cross-site scripting
d. Two-factor authentication
178.  Types of Email attacks are
a. Spam
b. Virus
c. Phishing
d. All

179.  Common names for common input tampering attack is
a. forced browsing
b. command insertion
c. cross site scripting
d. all
180. Common names for common input tampering attack is
a. buffer overflows
b. format string attacks
c. SQL injection
d. All
181. Common names for common input tampering attack is
a. cookie poisoning
b. hidden field manipulation.
c. SQL injection
d. All
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183.

184.

185.

186.

187.

188.

189.

190.
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Common names for common input tampering attack is
a. buffer overflows

b. format string attacks

c. Cross site scripting

d. All

Common names for common input tampering attack is
forced browsing

b. command insertion

c. Cross site scripting

d. All

Q

Some countermeasures to SQL injection are:

a. Rejecting known bad input
b. Checking input bounds

c. Both

d. None

Stored XSS Attacks can carry out a number of tasks like including:
a. Hijacking another user’s browser

b. Capturing sensitive information viewed by application users

c. Pseudo defacement of the application

d. All

Stored XSS Attacks can carry out a number of tasks like including:
a. Pseudo defacement of the application

b. Port scanning of internal hosts

c. Directed delivery of browser-based exploits

d. All

Stored XSS Attacks can carry out a number of tasks like including:
Pseudo defacement of the application

Port scanning of internal hosts

b
c. Hijacking another user’s browser
d. All

Q

Stored XSS Attacks can carry out a number of tasks like including:
a. Capturing sensitive information viewed by application users

b. Pseudo defacement of the application

c. Directed delivery of browser-based exploits

d. All

Stored XSS Attacks can carry out a number of tasks like including:
a. Port scanning of internal hosts

b. Hijacking another user’s browser

c. Pseudo defacement of the application

d. ALL

The following phases relate to a typical stored XSS attack scenario:

Q

The attacker stores malicious code into the vulnerable page.
b. The user authenticates in the application.

c. The user visits a vulnerable page.

d. All

Prof. Priyanka Jadhav
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191.  The following phases relate to a typical stored XSS attack scenario:
a. The attacker stores malicious code into the vulnerable page.
b. The user authenticates in the application.
c. Malicious code is executed by the user’s browser.
d. All
192.  The following phases relate to a typical stored XSS attack scenario:
a. The user authenticates in the application.
b. The user visits a vulnerable page.
c. Malicious code is executed by the user’s browser.
d. All

193. Inan attack called , the hacker changes IP address associated with the website.
a. Pharming
b. Worms
c. Virus
d. none
194. is a type of email attack.
a. ldentity theft
b. Spam
c. Phishing
d. All
195.  There are major ways of stealing email information.
2
3
4
5
196. hich of them is not a major way of stealing email information?
Stealing cookies
b. Reverse Engineering
c. Password Phishing
d. Social Engineering
197. is the method for keeping sensitive information in email communication & accounts secure
against unofficial access, loss, or compromise.
a. Email security
b. Email hacking
c. Email protection
d. Email safeguarding
198. is a famous technological medium for the spread of malware, facing problems of spam, &
phishing attacks.
a. Cloud
b. Pendrive
c. Website
d. Email
199.  Which of them is not a proper method for email security?
a. Use Strong password
b. Use email Encryption
c. Spam filters and malware scanners
d. Click on unknown links to explore

a.
b.
C.
d.
W
a.
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200. A Is a sequential segment of the memory location that is allocated for containing some data
such as a character string or an array of integers.
a. stack
b. queue
c. external storage
d. buffer
201. Ina attack, the extra data that holds some specific instructions in the memory for actions
is projected by a cyber-criminal or penetration tester to crack the system.
a. Phishing
b. MiTM

c. Buffer-overflow
d. Clickjacking
202. try to trick internet surfers into downloading malware that is disguised as a software application
or an update.
a. Browser based attack.
b. Port scans
c. DNS hijacking
d. All
203. are hostile searches on the internet for open ports through which attackers can gain access to a
computer.
a. Portscans
b. Browser based attack.
c. DNS hijacking
d. All
204. is a type of network attack that redirects users to a bogus website when they are trying to access a
legitimate one.
a. DNS hijacking
b. Browser based attack.
c. Port scans
d. All
205.  Which of the following is not an example of web application hacking?
a. DNS Attack
b. Dumpster diving
c. Injecting Malicious code
d. Using the shell to destroy web application data
206.  Which of the following is not a threat of web application?

a. Reverse engineering
b. Command injection
c. DMZ protocol attack
d. Buffer Overflow
207. A consists of at least one bot server or controller and one or more client-bots.
a. Virus
b. Trojan
c. Botnet
d. Adware

208.  Botnets are managed by
a. Bot-holders
b. Bot-herders
c. Bot-trainers
d. Bot-creators
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209.

210.

211.

212.

213.

214.

a. A smurf attack
b. Virus
c. Trojan
d. Botnet

is a WEP-cracking software tool.
a. Aircrack
b. NetStumbler
c. Kismet
d. None

is a WEP-cracking software tool.
a. Airsnort
b. NetStumbler
c. Kismet
d. None

is WLAN discovery tools ,
a. Airsnort
b. NetStumbler
c. Aircrack
d. None
is WLAN discovery tools ,

a. Airsnort
b. Kismet
c. Aircrack
d. None

Among the two types
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sends a large amount of ICMP echo (ping) traffic to a broadcast IP address with the spoofed
source address of a victim.

that may take place.

215.

216.

217.

a. memory-based
b. queue-based
c. Stack-based
d. heap-based

a. Memory-based
b. Queue-based
c. Stack-based
d. Heap-based
In an application that uses heap, the memory for data is allocated
a. logical

b. dynamically
c. statically

d. at the beginning of the program

a.
b. queue
C.
d.

Malicious code can be pushed into the

stack

memory-card
external drive

buffer overflows, which are more common among attackers.

during buffer-overflow attack.

buffer-overflow is complex to execute and the least common attack
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218. Software Logger is a high-performance virtual device driver (VxD) that runs silently at the
lowest level of the Windows 95/98/ME operating system.

a. Invisible KeyLogger Stealth (IKS)

b. Fearless Key Logger
c. E-mail Keylogger
d. none
219. is a Trojan that remains resident in memory to capture all user keystrokes.
a. Fearless Key Logger
b. Invisible KeyLogger Stealth (IKS)
c. E-mail Keylogger
d. none
220. logs all e-mails sent and received on a target system.The e-mail contents and any attachments are

also recorded.
a. E-mail Keylogger
b. Fearless Key Logger
c. Invisible KeyLogger Stealth (IKS)
d. none
221.  Metasploit uses ratings to rank each exploit.
a. 5
b. 6
c. 7
d. 4
222. type of Metasploit payload are very small and designed to create some kind of communication,
then move to the next stage.
a. Singles
b. Staged
c. Stages
d. None
223. type of Metasploit payload is a payload that an attacker can use to upload a bigger file onto a
victim system.
a. Singles
b. Staged
c. Stages
d. None
224, type of Metasploit payload are payload components that are downloaded by Stagers
modules.
a. Singles
Staged
Stages
None
225. is data interception method used by hackers.
Phishing
DoS
Sniffing
MiTM

o0 o

oo oo
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226. Sniffing is also known as
a. network-tapping
b. wiretapping
c. net-tapping
d. wireless-tapping

227. are programs or devices that capture the vital information from the target network or
particular network.
a. Routers
b. Trappers
c. Wireless-crackers
d. Sniffers
228.  Which of them is not an objective of sniffing for hackers?
a. Fetching passwords
b. Email texts
c. Types of files transferred
d. Geographic location of a user
229.  Which of the following tech-concepts cannot be sniffed?
a. Router configuration
b. ISP details
c. Email Traffic
d. Web Traffic
230.  Which of the below-mentioned protocol is not susceptible to sniffing?
a. HTTP
b. SMTP
c. POP
d. TCP
231.  Which of the below-mentioned protocol is not susceptible to sniffing?
a. NNTP
b. UDP
c. FTP
d. IMAP
232. A tries to formulate a web resource occupied or busy its users by flooding the URL
of the victim with unlimited requests than the server can handle.
a. Phishing attack
b. DoS attack
c. Website attack
d. MiTM attack
233. During a DosS attack, the regular traffic on the target will be either dawdling down or
entirely interrupted.
a. network
b. system
c. website
d. router
234. The intent of a is to overkill the targeted server’s bandwidth and other resources of
the target website.
a. Phishing attack
b. DoS attack
c. Website attack
d. MiTM attack
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235. Instead of implementing single computer & its internet bandwidth, a utilizes various
systems & their connections for flooding the targeted website.
a. GosS attack
b. PoS attack
c. DDosS attack
d. DosS attack
236. There are types of DoS attack.
2

3
4
5
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237. are piece of programs or scripts that allow hackers to take control over any
system.
a. Exploits
b. Antivirus
c. Firewall by-passers
d. Worms
238.  The process of finding vulnerabilities and exploiting them using exploitable scripts or programs are
known as
a. infiltrating
b. exploitation
c. cracking
d. hacking
239.  Which of them is not a powerful vulnerability detecting tool?
a. Nessus
b. Nexpose
c. Metasploit
d. Nmap
240. There are types of exploits based on their working.
a. two
b. three
c. four
d. five
241.  Known bugs can be solved or removed by develop by the vendors of the
application.
a. removing the application
b. changing the software
c. installing security patches
d. installing database patches
242. are unnecessary software which infiltrates user’s system, spy on user’s activities,
stealing internet usage data & sensitive information of that user.
a. Shareware
b. Spyware
c. Ransomware
d. Freeware
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243. They spy on our digital habits and spy on which data is more sensitive or useful for its creator. Who
are ‘they’ referring to here?
a. Shareware
b. Ransomware
c. Spyware
d. Freeware
244.  Which of the following activity is not done by spyware?
a. sell internet usage data
b. capture credit card details
c. user’s personal identity
d. steal signature of the different virus
245. is an SMB server that captures usernames and password hashes from incoming SMB traffic. It can
also perform man-in-the-middle attacks.
SMBRelay
pwdump2
Samdump
C2MYAZZ

o0 oo

246. is similar to SMBRelay but uses NetBIOS names instead of IP addresses to capture usernames
and passwords.

SMBRelay?2
b. pwdump?2
c. Samdump
d. C2MYAZzzZ

Q

247. is a program that extracts the password hashes from a SAM file on a Windows system.
pwdump2
Samdump

C2MYAZZ
SMBRelay

248. is another program to extract NTLM hashed passwords from a SAM file.
Samdump

pwdump2

C2MYAZZ

SMBRelay
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249. is a spyware program that makes Windows clients send their passwords as clear text. It displays
usernames and their passwords as users attach to server resources.

C2MYAZZ

b. pwdump2

c. Samdump

d. SMBRelay

Q

250. is not a rank in Metasploit ranking for exploit.
Manual

a

b. Low
c. Fair
d. Normal



