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1 Q Which of the following is not a type of cybercrime? 

A Data theft 

B Forgery 

C Damage to data and systems 

D Installing antivirus for protection 

2 Q Which are the following are data compression techniques? 

 A LZW 

 B Huffman coding 

 C RLE 

 D All of the above 

3 ______ is the process of making an archival or backup copy of the entire contents of a hard drive. 

 A Investigation 

 B Disk imaging 

 C Formatting 

 D S/w Installation 

4 A valid definition of digital evidence is: 

 Data stored or transmitted using a computer 

 Information of probative value 

 Digital data of probative value 

 d. Any digital evidence on a computer 

5 Q. Computer forensics involves all of the following stated activities except: 

 extraction of computer data. 

 preservation of computer data. 

 interpretation of computer data 

 d) manipulation of computer data. 

6 Q. In this phase from the collection data identify and extract the pertinent information using 

proper forensic tools. 

 Collection 

 Examination 

 Analysis 
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 d) Reporting 

7 Q. What things are not recover while investigating the computer fraud: 

 Financial and asset record 

 Accounting software and files 

 Photos and diaries of the victim 

 d) Credit card data 

8 Q .This attack uses a killer packet to flood a system 

 DNS DoS attack 

 The Ping of death attack 

 SYN/LAND attack 

 d) Teardrop attacks 

9 Q.____ types of evidence  are collected in cyber forensic . 

 5 

 2 

 3 

 d) 4 

10 Q.ODD stand for_____________ in Cyber forensic. 

 Operation Data Directory 

 Open Data Duplicator 

 Open Data Device 

 d) Optional Device Driver 

11 Q. Wireshark is a ____________ tool. 

 network protocol analysis 

 network connection security 

 connection analysis 

 defending malicious packet-filtering 

12 Q. Which of the following deals with network intrusion detection and real-time traffic analysis? 

 John the Ripper 

 LophtCrack 
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 Snort 

 d) Nessus* 

13 Q In general how many key elements constitute the entire security structure? 

 1 

 2 

 3 

 4 

14 Q. According to the CIA Triad, which of the below-mentioned element is not considered in the 

triad? 

 Confidentiality 

 Integrity 

 Authenticity 

 Availability 

 

15 Q. CIA triad is also known as ________ 

 NIC (Non-repudiation, Integrity, Confidentiality) 

 AIC (Availability, Integrity, Confidentiality) 

 AIN (Availability, Integrity, Non-repudiation) 

 AIC (Authenticity, Integrity, Confidentiality) 

16 Q.When integrity is lacking in a security system, _________ occurs 

 Database hacking 

 Data deletion 

 Data tampering 

 Data leakage 

17 Q. Data ___________ is used to ensure confidentiality. 

 Encryption 

 Locking 

 Deleting 

 Backup 
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18 Q. One common way to maintain data availability is __________ 

 Data clustering 

 Data backup 

 Data recovery 

 Data Altering 

19 Q. _______ is the practice and precautions taken to protect valuable information from 

unauthorised access, recording, disclosure or destruction. 

 Network Security 

 Database Security 

 Information Security 

 Physical Security 

20 Q. From the options below, which of them is not a vulnerability to information    security? 

 Flood 

 without deleting data, disposal of storage media 

 unchanged default password 

 latest patches and updates not done 

21 Q . _____ platforms are used for safety and protection of information in the cloud. 

 Cloud workload protection platform 

 Cloud security protocols 

 AWS 

 One Drive 

22 Q.Which of the following information security technology is used for avoiding  browser-based 

hacking? 

 Anti-malware in browsers 

 Remote browser access 

 Adware remover in browsers 

 Incognito mode in a browser 

23 Q. The full form of EDR is _______ 

 Endpoint Detection and recovery 

 Early detection and response 

 Endpoint Detection and response 
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 Endless Detection and Recovery 

24 Q.Which of the following is not done in the gaining access phase? 

 Tunnelling 

 Buffer overflow 

 Session hijacking 

 Password cracking 

25 Q. Which of the below-mentioned penetration testing tool is popularly used in gaining access 

phase? 

 Maltego 

 NMAP 

 Metasploit 

 Nessus 

26 Q.A _________ can gain access illegally to a system if the system is not properly tested in 

scanning and gaining access phase. 

 security officer 

 malicious hacker 

 security auditor 

 network analyst 

27 Q. Which of the following is not a type of cyber crime? 

 Data theft 

 Forgery 

 Damage to data and systems 

 Installing antivirus for protection 

28 Q.Which of the following is not a type of peer-to-peer cyber-crime? 

 Phishing 

 Injecting Trojans to a target victim 

 MiTM 

 Credit card details leak in deep web 

29 Q. Cyber-laws are incorporated for punishing all criminals only. 
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 TRUE 

 Flase 

 both a&b 

 none of this 

30 Q. Cyber-crime can be categorized into ________ types. 

 4 

 2 

 3 

 6 

31 Q.……… is a technique for anonymous communication where messages are encapsulated in 

layers. 

 AAAA 

 SMTP 

 Web Shell 

 Onion Routing 

32 Q. ………… meaning how long piece of information lasts on a system 

 Order of volatility 

 DDOS 

 Honeypot 

 honeystick 

33 Q.   ………………. Is a  file generated records of past events consist of timestamp 

 Log files 

 Memory files 

 reports 

 Meta data 

 

34 Q. …………. is a suite of tools created by Sysinternals. 

 Browserhistory 

 Encase 

 FTK 
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 pstools 

35 Q. ……… is a computer or network setup to tempt an attacker to do the activity 

 Order of volatility 

 DDOS 

 Honeypot 

 honeystick 

36 Computer forensics involves ________ 

 obtaining and analyzing digital information 

 analysis of network traffic 

 protect evidences 

 all of the above 

37 AFF stands for ___________ 

 Advanced Forensics Format 

 Analysis Forensics Format 

 Access Forensics Format 

 Acquire Forensics Format 

38 In case of ------------, the evidence is collected from a system where the microprocessor is 

running. 

 live acquisition 

 static acquisition 

 sparse acquisition 

 none of the above 

39 …………… is a global system for translating IP addresses to human-readable domain names. 

 TLD 

 Web Shell 

 Whois 

 DNS 

40 You begin any computer forensics case by creating a(n) ____. 

 investigation plan 
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 risk assessment report 

 evidence custody form 

 investigation report 

41 ………… are found most commonly in GSM devices and consist of a microprocessor and 16 KB 

to 4 MB EEPROM. 

 Sim cards 

 SDD cards 

 MMC cards 

 d) SD cards 

43 Hiding a message into a larger file is known as_________ 

 Encryption 

 Steganography 

 Forensic 

 Clustering 

44 ________ no of steps are there in incident response 

 4 

 5 

 6 

 7 

45 _____ response collect only the volatile data 

 Initial live 

 In-depth 

 Full live 

 Partial Live 

 

46 The most difficult phase in incident response is_____ 

 a.Investigation 

 b.Analysis 

 c.Reporting 

 d.Resolution 
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47 ______ is smart enough to check the root directories of all active partitions for the file 

 a.IO.SYS 

 b.MSDOS.SYS 

 c.COMMAND.COM 

 d.DRVSPACE.BIN 

48 ______ is Ubuntu based 

 a.Sleuth Kit 

 b.FTK imager 

 c.SANS SIFT 

 d.DEFT 

49 _____ offers the ability to perfprm memory and file analysis of a specific host 

 a.Fire Eye Red Line 

 b.Plain Sight 

 c.Xplico 

 d.HELIX3 Free 

50 ____ shows all the registry data in real time 

a.Regmon 

b.Process Explorer 

c.Handle 

d.FileMon 

51 _____enables you to change password on a windows computer 

 a.memfetch 

 b.john 

 c.chnptw 

 d.tcpdump 

54 The Foremost tool is use to find___________. 

 GIF file 

 JPG file 

 Zip file 

 All of them 
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55 What is the full form of DiD? 

 Defense in Depth 

 Depth in Defense 

 Data integrity Detection 

 None 

56 Intrusion Detection System(IDSs) is use for___________. 

 Testing 

 Analyzing 

 Reporting 

 d) All of above 

57 Packet Sniffers are software placed network to___________________. 

 Monitor Traffic 

 Analyzing attackers 

 Obtaining information 

 d) provide security 

58 Which of the following tool are not use for data recovery? 

 FTK 

 EnCase 

 Autopsy 

 d) Wireshark 

 

 

59 In which phase data are identify and extract the pertinent information ,using proper forensic 

tool. 

 Collection 

 Examination 

 Analysis 

 d) Reporting 

60 The data hiding techniques are includes__________________. 

 Encryption & Steganography 
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 Decryption & Steganography 

 Detection work 

 d) Sniffing 

61 The ability to recover and read deleted or damaged files from a criminals computer is an 

example of a law enforcement speciality called? 

 Robotics 

 Simulation 

 Forensics 

 Animation 

62 What is the file extension used by outlook express to store e-mails locally? 

 NSF 

 PST 

 Doc 

 Xls 

63 How is social networking site frauds propagated? 

 Tagging friends in fake photographs 

 Linking advertisement's to current events 

 Posting links to a victim 

 All of these 

64 where does ephemeral data is accessed during computer forensic examination? 

 Hard drive 

 Pen drive 

 RAM 

 Depends upon the criticality 

65 The investigator-in-charge is suppose to identify and --------- evidence. 

 Change 

 Collect 

 Destroy 

 All of these 
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66 You are suppose to maintain these types of records.which of the following is not a record? 

 Chain of custody 

 Documentation of the crime scene 

 Searching the crime scene 

 Document your actions 

67 Which of the following is not where potential evidence may be located? 

 Digital camera 

 Processor 

 Smart card  

 Thumb drive 

68 Which of the following is not a digital data storage type? 

 Optical storage devices 

 Quantum storage devices 

 Flash memory devices 

 Magnetic storage devices 

69 Which of the following is not a consideration during a cyber crime investigation? 

 Analysis of digital evidence 

 Value or cost of victim 

 Presentation of admissible evidence 

 Collection of clues and forensic evidence 

70 When IT Act 2000 came into effect? 

 October 17,2000 

 October 17,2001 

 November 11,2000 

 November 11,2001 

71 How many schedules are there in IT Act 2000? 

 3 

 4 

 6 

 2 
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72 Which section of IT Act 2000 deals with the punishment for cheating by impersonation by 

using computer resources? 

 Section 66D 

 Section 66C 

 Section 66B 

 Section 66F 

73 Which are the sections of IT Act applicable for cyber pornography? 

 66,66A,66B 

 67,67A,67B 

 67,67C,67D 

 None of the above 

74 Which of the following is an example of Intellectual property? 

 Patent 

 Trade Marks 

 Copyright 

 All of above 

75 What is the punishment for hacking of computers? 

 3 years imprisonment or 10 lakh rupees penalty or both 

 Life time imprisonment 

 3 years imprisonment or 5 lakh rupees penalty or both 

 3 years imprisonment or 2 lakh rupees penalty or both 

76 Why would a hacker use a proxy server? 

 To create a stronger connection with the target 

 To create a ghost server on the network 

 To obtain a remote access connection 

 To hide malicious activity on the network 

77 To hide information inside a picture, what technology is used? 

 Rootkits 

 Bitmapping 

 Steganography 
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 Image Rendering 

78 Which phase of hacking performs actual attack on a network or system? 

 Reconnaissance 

 Maintaining Access 

 Scanning 

 Gaining Access 

79 What is the purpose of a Denial of Service attack? 

 Exploit a weakness in the TCP/IP stack 

 To execute a Trojan on a system 

 To overload a system so it is no longer operational 

 To shutdown services by turning them off 

80 Which of the following is not a typical characteristic of an ethical hacker? 

 Excellent knowledge of windows 

 Understands the process of exploiting network vulnerabilities 

 Patience, persistence and perseverance 

 Has the highest level of security for the organization 

 

81 What is the sequence of a TCP connection? 

 SYN-ACK-FIN 

 SYN-SYN-ACK-ACK 

 SYN-ACK 

 SYN-SYN-ACK 

82 What is the most important activity in system hacking? 

 Information gathering 

 Cracking password 

 Escalating privileges 

 Covering tracks 

83 Keyloggers are form of _____________________. 

 Spyware 
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 Shoulder surfing 

 Trojan 

 Social engineering 

84 What is the best statement for taking advantage of a weakness in the security of an IT 

system? 

 Threat 

 Attack 

 Exploit 

 Vulnerability 

85 A common way of examining network traffic is by running the __________program. 

 Netdump 

 Coredump 

 Slackdump 

 Tcpdump 

86 _________ forensic is the systematic tracking of incoming and outgoing traffic on your 

network. 

 Computer 

 Digital 

 Network 

 Server 

87 In exchange, to prevent loss of data from the last backup, a ____________file or marker is 

inserted in the transaction log to mark the last point at which the database was written to 

disk. 

 Tracking 

 Temporary 

 Checkpoint 

 Bookmark 

88 The file system for a SIM card is a ________________structure. 

 Volatile 

 Circular 

 Hierarchical 
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 Linear 

89 The _______digital network divides a radio frequency into time slots. 

 TDMA 

 FDMA 

 CDMA 

 EDGE 

90 Which of them is not a major way of stealing email information? 

a) Stealing cookies 

b) Reverse Engineering 

c) Password Phishing 

d) Social Engineering 

91 ___________ is the method for keeping sensitive information in email communication & 

accounts secure against unofficial access, loss, or compromise. 

a) Email security 

b) Email hacking 

c) Email protection 

d) Email safeguarding 

92 ____________ is a famous technological medium for the spread of malware, facing 

problems of spam, & phishing attacks. 

a) Cloud 

b) Pen drive 

c) Website 

d) Email 

93 Which of them is not a proper method for email security? 

a) Use Strong password 

b) Use email Encryption 

c) Spam filters and malware scanners 

d) Click on unknown links to explore 

94 f a website uses a cookie, or a browser contains the cookie, then every time you visit 

that website, the browser transfers the cookie to that website. 

a) True 

b) False 
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95 The stored cookie which contains all your personal data about that website can be 

stolen away by _____________ using _____________ or trojans. 

a) attackers, malware 

b) hackers, antivirus 

c) penetration testers, malware 

d) penetration testers, virus 

96 If the data stored in the _____________ is not encrypted, then after cookie stealing, 

attackers can see information such as username and password stored by the cookie. 

a) memory 

b) quarantine 

c) cookies 

d) hard drive 

97 Which of the following is a non-technical type of intrusion or attack technique? 

a) Reverse Engineering 

b) Malware Analysis 

c) Social Engineering 

d) Malware Writing 

98 Which of them is an example of grabbing email information? 

a) Cookie stealing 

b) Reverse engineering 

c) Port scanning 

d) Banner grabbing 

99 _____________ is the technique used for tricking users to disclose their username and 

passwords through fake pages. 

a) Social Engineering 

b) Phishing 

c) Cookie Stealing 

d) Banner Grabbing 

100 Using email hacking illicit hackers can send & spread ___________ virus _____________ and 

spam emails. 

a) trojans, redirected malicious URLs 

b) antivirus, patches 

c) cracked software, redirected malicious URLs 

d) malware, security patches 
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101 Unsolicited Bulk E-mails (UBI) are called __________ 

a) SMS 

b) MMS 

c) Spam emails 

d) Malicious emails 

102 Fraudulent email messages are some fake email messages that seem legitimate which 

ask for your bank details and reply those emails with updated confidential 

information. 

a) True 

b) False 

103 Fraudulent email messages are some fake email messages that seem legitimate which 

asks for your confidential bank details such as _____________ details _________ and 

passwords. 

a) credit card, antivirus name 

b) credit card, login ID 

c) cell phone, antivirus name 

d) car model, account ID 

104 Which of the following attach is not used by LC4 to recover Windows password? 

a) Brute-force attack 

b) Dictionary attack 

c) MiTM attack 

d) Hybrid attacks 

105 ___________ is the world’s most popular vulnerability scanner used in companies for 

checking vulnerabilities in the network. 

a) Wireshark 

b) Nessus 

c) Snort 

d) WebInspect 

106 ________ is a debugger and exploration tool. 

a) Netdog 

b) Netcat 

c) Tcpdump 

d) BackTrack 
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107 _________ is a popular command-line packet analyser. 

a) Wireshark 

b) Snort 

c) Metasploit 

d) Tcpdump 

108 _______________ is a platform that essentially keeps the log of data from networks, devices 

as well as applications in a single location. 

a) EventLog Analyser 

b) NordVPN 

c) Wireshark 

d) PacketFilter Analyze 

109 ___________ is competent to restore corrupted Exchange Server Database files as well as 

recovering unapproachable mails in mailboxes. 

a) Outlook 

b) Nessus 

c) Mailbox Exchange Recovery 

d) Mail Exchange Recovery toolkit 

110 _____ is a popular corporate security tool that is used to detect the attack on email with 

cloud only services. 

a) Cain and Abel 

b) Proofpoint 

c) Angry IP Scanner 

d) Ettercap 

111 __________ helps in protecting corporate data, communications and other assets. 

a) Snort 

b) CipherCloud 

c) Burp Suit 

d) Wireshark 

112 Performing a shoulder surfing in order to check other’s password is ____________ ethical 

practice. 

a) a good 

b) not so good 

c) very good social engineering practice 

d) a bad 
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113 ___________ has now evolved to be one of the most popular automated tools for unethical 

hacking. 

a) Automated apps 

b) Database software 

c) Malware 

d) Worms 

114 eaking your company data to the outside network without prior permission of senior 

authority is a crime. 

a) True 

b) False 

115 _________ is the technique used in business organizations and firms to protect IT assets. 

a) Ethical hacking 

b) Unethical hacking 

c) Fixing bugs 

d) Internal data-breach 

116 The legal risks of ethical hacking include lawsuits due to __________ of personal data. 

a) stealing 

b) disclosure 

c) deleting 

d) hacking 

117 Before performing any penetration test, through legal procedure, which key points 

listed below is not mandatory? 

a) Know the nature of the organization 

b) Characteristics of work done in the firm 

c) System and network 

d) Type of broadband company used by the firm 

118 After performing ____________ the ethical hacker should never disclose client information 

to other parties. 

a) hacking 

b) cracking 

c) penetration testing 

d) exploiting 
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119 ______ is the branch of cyber security that deals with morality and provides different 

theories and a principle regarding the view-points about what is right and wrong. 

a) Social ethics 

b) Ethics in cyber-security 

c) Corporate ethics 

d) Ethics in black hat hacking 

120 _____ helps to classify arguments and situations, better understand a cyber-crime and 

helps to determine appropriate actions. 

a) Cyber-ethics 

b) Social ethics 

c) Cyber-bullying 

d) Corporate behavior 

121 A penetration tester must identify and keep in mind the ___________ & ___________ 

requirements of a firm while evaluating the security postures. 

a) privacy and security 

b) rules and regulations 

c) hacking techniques 

d) ethics to talk to seniors 

122 Which of the following is not a type of virus? 

a) Boot sector 

b) Polymorphic 

c) Multipartite 

d) Trojans 

123 Which of them is not an ideal way of spreading the virus? 

a) Infected website 

b) Emails 

c) Official Antivirus CDs 

d) USBs 

124 ________ infects the master boot record and it is challenging and a complex task to 

remove this virus. 

a) Boot Sector Virus 

b) Polymorphic 

c) Multipartite 

d) Trojans 
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125 irect Action Virus is also known as ___________ 

a) Non-resident virus 

b) Boot Sector Virus 

c) Polymorphic Virus 

d) Multipartite Virus 

 1. Which of the following is not a type of cyber crime? 
a) Data theft 
b) Forgery 
c) Damage to data and systems 
d) Installing antivirus for protection 

2. Cyber-laws are incorporated for punishing all criminals only. 
a) True 
b) False 

3. Cyber-crime can be categorized into ________ types. 
a) 4 
b) 3 
c) 2 
d) 6 

4. which of the following is not a type of peer-to-peer cyber-crime? 
a) Phishing 
b) Injecting Trojans to a target victim 
c) MiTM 
d) Credit card details leak in deep web 

5. Which of the following is not an example of a computer as weapon cyber-crime? 
a) Credit card fraudulent 
b) Spying someone using keylogger 
c) IPR Violation 
d) Pornography 

6. Which of the following is not done by cyber criminals? 
a) Unauthorized account access 
b) Mass attack using Trojans as botnets 
c) Email spoofing and spamming 
d) Report vulnerability in any system 

7. What is the name of the IT law that India is having in the Indian legislature? 
a) India’s Technology (IT) Act, 2000 
b) India’s Digital Information Technology (DIT) Act, 2000 
c) India’s Information Technology (IT) Act, 2000 
d) The Technology Act, 20 
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8. In which year India’s IT Act came into existence? 
a) 2000 
b) 2001 
c) 2002 
d) 2003 

9. What is the full form of ITA-2000? 
a) Information Tech Act -2000 
b) Indian Technology Act -2000 
c) International Technology Act -2000 
d) Information Technology Act -2000 

10. The Information Technology Act -2000 bill was passed by K. R. Narayanan. 
a) True 
b) False 

11. Under which section of IT Act, stealing any digital asset or information is written a cyber-
crime. 
a) 65 
b) 65-D 
c) 67 
d) 70 

12. What is the punishment in India for stealing computer documents, assets or any software’s 
source code from any organization, individual, or from any other means? 
a) 6 months of imprisonment and a fine of Rs. 50,000 
b) 1 year of imprisonment and a fine of Rs. 100,000 
c) 2 years of imprisonment and a fine of Rs. 250,000 
d) 3 years of imprisonment and a fine of Rs. 500,000 

13. What is the updated version of the IT Act, 2000? 
a) IT Act, 2007 
b) Advanced IT Act, 2007 
c) IT Act, 2008 
d) Advanced IT Act, 2008 

14. In which year the Indian IT Act, 2000 got updated? 
a) 2006 
b) 2008 
c) 2010 
d) 2012 
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15. What type of cyber-crime, its laws and punishments does section 66 of the Indian IT Act 
holds? 
a) Cracking or illegally hack into any system 
b) Putting antivirus into the victim 
c) Stealing data 
d) Stealing hardware components 

 
16. Which of the following attach is not used by LC4 to recover Windows password? 
a) Brute-force attack 
b) Dictionary attack 
c) MiTM attack 
d) Hybrid attacks 

16. ____________ is the world’s most popular vulnerability scanner used in companies for 
checking vulnerabilities in the network. 
a) Wireshark 
b) Nessus 
c) Snort 
d) WebInspect 

17.  _____________ is a tool which can detect registry issues in an operating system. 
a) Network Stumbler 
b) Ettercap 
c) Maltego 
d) LANguard Network Security Scanner 

18. . Network Stumbler is a Windows Wi-Fi monitoring tool. 
a) True 
b) False 

19.  ToneLoc is abbreviated as __________ 
a) Tone Locking 
b) Tone Locator 
c) Tone Locker 
d) Tune Locator 

20.  __________ is a debugger and exploration tool. 
a) Netdog 
b) Netcat 
c) Tcpdump 
d) BackTrack 

21.  __________ is a popular command-line packet analyser. 
a) Wireshark 
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b) Snort 
c) Metasploit 
d) Tcpdump 

22.  ________________ is a platform that essentially keeps the log of data from networks, devices as 
well as applications in a single location. 
a) EventLog Analyser 
b) NordVPN 
c) Wireshark 
d) PacketFilter Analyzer 

23. ______________ is competent to restore corrupted Exchange Server Database files as well as 
recovering unapproachable mails in mailboxes. 
a) Outlook 
b) Nessus 
c) Mailbox Exchange Recovery 
d) Mail Exchange Recovery toolkit 

24.  ________________ helps in protecting businesses against data breaches that may make threats 
to cloud. 
a) Centrify 
b) Mailbox Exchange Recovery 
c) Nessus 
d) Dashline 

25. __________ is a popular corporate security tool that is used to detect the attack on email with 
cloud only services. 
a) Cain and Abel 
b) Proofpoint 
c) Angry IP Scanner 
d) Ettercap 

26.  _____________ helps in protecting corporate data, communications and other assets. 
a) Snort 
b) CipherCloud 
c) Burp Suit 
d) Wireshark 

27.  The full form of Malware is ________ 
a) Malfunctioned Software 
b) Multipurpose Software 
c) Malicious Software 
d) Malfunctioning of Security 

28.  Who deploy Malwares to a system or network? 
a) Criminal organizations, Black hat hackers, malware developers, cyber-terrorists 
b) Criminal organizations, White hat hackers, malware developers, cyber-terrorists 
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c) Criminal organizations, Black hat hackers, software developers, cyber-terrorists 
d) Criminal organizations, gray hat hackers, Malware developers, Penetration testers 

29. _____________ is a code injecting method used for attacking the database of a system / 
website. 
a) HTML injection 
b) SQL Injection 
c) Malicious code injection 
d) XML Injection 

30. XSS is abbreviated as __________ 
a) Extreme Secure Scripting 
b) Cross Site Security 
c) X Site Scripting 
d) Cross Site Scripting 

31. This attack can be deployed by infusing a malicious code in a website’s comment section. 
What is “this” attack referred to here? 
a) SQL injection 
b) HTML Injection 
c) Cross Site Scripting (XSS) 
d) Cross Site Request Forgery (XSRF) 

32. When there is an excessive amount of data flow, which the system cannot handle, _____ 
attack takes place. 
a) Database crash attack 
b) DoS (Denial of Service) attack 
c) Data overflow Attack 
d) Buffer Overflow attack 

33. Compromising a user’s session for exploiting the user’s data and do malicious activities or 
misuse user’s credentials is called ___________ 
a) Session Hijacking 
b) Session Fixation 
c) Cookie stuffing 
d) Session Spying 

34. Which of this is an example of physical hacking? 
a) Remote Unauthorised access 
b) Inserting malware loaded USB to a system 
c) SQL Injection on SQL vulnerable site 
d) DDoS (Distributed Denial of Service) attack 

35.  Which of them is not a wireless attack? 
a) Eavesdropping 
b) MAC Spoofing 
c) Wireless Hijacking 
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d) Phishing 

36.  An attempt to harm, damage or cause threat to a system or network is broadly termed as 
______ 
a) Cyber-crime 
b) Cyber Attack 
c) System hijacking 
d) Digital crime 

37. Which method of hacking will record all your keystrokes? 
a) Keyhijacking 
b) Keyjacking 
c) Keylogging 
d) Keyboard monitoring 

38.  _________ are the special type of programs used for recording and tracking user’s keystroke. 
a) Keylogger 
b) Trojans 
c) Virus 
d) Worms 

39. These are a collective term for malicious spying programs used for secretly monitoring 
someone’s activity and actions over a digital medium. 
a) Malware 
b) Remote Access Trojans 
c) Keyloggers 
d) Spyware 

40.  Stuxnet is a _________ 
a) Worm 
b) Virus 
c) Trojan 
d) Antivirus 

41.  ___________ is a violent act done using the Internet, which either threatens any technology 
user or leads to loss of life or otherwise harms anyone in order to accomplish political gain. 
a) Cyber-warfare 
b) Cyber campaign 
c) Cyber-terrorism 
d) Cyber attack 

42. ____________ are piece of programs or scripts that allow hackers to take control over any 
system. 
a) Exploits 
b) Antivirus 
c) Firewall by-passers 
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d) Worms 

43. The process of finding vulnerabilities and exploiting them using exploitable scripts or 
programs are known as _____________ 
a) infiltrating 
b) exploitation 
c) cracking 
d) hacking 

44.  Which of them is not a powerful vulnerability detecting tool? 
a) Nessus 
b) Nexpose 
c) Metasploit 
d) Nmap 

45. __________ is the specific search engine for exploits where anyone can find all the exploits 
associated to vulnerability. 
a) Google 
b) Bing 
c) Exploit-db 
d) Exploit-engine 

46.  Which of the following are not a vulnerability-listed site/database? 
a) Exploit-db 
b) Common Vulnerabilities and Exposures (CVE) 
c) National Vulnerability Database (NVD) 
d) Bing Vulnerability database (BVD) 

47. There are __________ types of exploits based on their working. 
a) two 
b) three 
c) four 
d) five 

48.  How many types of exploits are there based on their nature from hacking’s perspective? 
a) 4 
b) 3 
c) 2 
d) 5 

49. Known exploits have a confirmation of and measures can be taken against it to resolve 
them. 
a) True 
b) False 

50. Unknown exploits are those exploits that have not yet been reported openly and hence 
present a straightforward attack at firms and the government agencies. 
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a) True 
b) False 

51.  A ____________ is a set of changes done to any program or its associated data designed for 
updating, fixing, or improving it. 
a) scratch 
b) patch 
c) fixer 
d) resolver 

52. Fixing of security vulnerabilities in a system by additional programs is known as __________ 
patches. 
a) hacking 
b) database 
c) server 
d) security 

53. Known bugs can be solved or removed by __________________ develop by the vendors of the 
application. 
a) removing the application 
b) changing the software 
c) installing security patches 
d) installing database patches 

54. ___________________ are some very frequent updates that come for every anti-virus. 
a) Patch update 
b) Data update 
c) Code update 
d) Definition update 

55. National Vulnerability Database (NVD) is _________________ repository of data regarding 
vulnerability standards. 
a) U.S. government 
b) India government 
c) Russian government 
d) China Government 

56. CVE is a directory of lists of publicly recognized information security vulnerabilities as 
well as exposures. 
a) True 
b) False 

57. ___________ is a weakness that can be exploited by attackers. 
a) System with Virus 
b) System without firewall 
c) System with vulnerabilities 
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d) System with a strong password 

58. _________ is the sum of all the possible points in software or system where unauthorized 
users can enter as well as extract data from the system. 
a) Attack vector 
b) Attack surface 
c) Attack point 
d) Attack arena 

59. ____________ is the cyclic practice for identifying & classifying and then solving the 
vulnerabilities in a system. 
a) Bug protection 
b) Bug bounty 
c) Vulnerability measurement 
d) Vulnerability management 

60. Risk and vulnerabilities are the same things. 
a) True 
b) False 
View Answer 

61.  _____________ is a special type of vulnerability that doesn’t possess risk. 
a) Vulnerabilities without risk 
b) Vulnerabilities without attacker 
c) Vulnerabilities without action 
d) Vulnerabilities no one knows 

62. A/An __________ is a piece of software or a segment of command that usually take advantage 
of a bug to cause unintended actions and behaviors. 
a) malware 
b) trojan 
c) worms 
d) exploit 

63. There are ________ types of exploit. 
a) 3 
b) 2 
c) 5 
d) 4 

64. Remote exploits is that type of exploits acts over any network to exploit on security 
vulnerability. 
a) True 
b) False 

65.  ________ type of exploit requires accessing to any vulnerable system for enhancing privilege 
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for an attacker to run the exploit. 
a) Local exploits 
b) Remote exploits 
c) System exploits 
d) Network exploits 

66.  ___________ is a technique used by penetration testers to compromise any system within a 
network for targeting other systems. 
a) Exploiting 
b) Cracking 
c) Hacking 
d) Pivoting 

67. A _________ is a software bug that attackers can take advantage to gain unauthorized access 
in a system. 
a) System error 
b) Bugged system 
c) Security bug 
d) System virus 

68. Security bugs are also known as _______ 
a) security defect 
b) security problems 
c) system defect 
d) software error 

69.  __________ is the timeframe from when the loophole in security was introduced till the time 
when the bug was fixed. 
a) Time-frame of vulnerability 
b) Window of vulnerability 
c) Time-lap of vulnerability 
d) Entry-door of vulnerability 

70. ISMS is abbreviated as __________ 
a) Information Server Management System 
b) Information Security Management Software 
c) Internet Server Management System 
d) Information Security Management System 

71.  A zero-day vulnerability is a type of vulnerability unknown to the creator or vendor of the 
system or software. 
a) True 
b) False 
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